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Abstract:

This report presents a consolidated view of the QoSMOS system architecture. Details are given for the
technical solutions developed within the project, which cover the various roles within the [system
ardhitecture. These solutions are evaluated using selected performance metrics. The technical tools
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developed during the project, which allow for performance assessment oioprmyfcepts are also
presented.

The report alscconsiders the realisation of deped systems. This includes a review of seyeral
business cases along with some recommended deployment guidelivadly, this report discusses
how QoSMOS systems might be realised in hardware, including modifications to 3GPP LTE.
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Reference model, Standardisation, Deployment guidelines, Business case.
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1  Executive Summary

This report presents the consolidated system architecture for QoSMOS systems. This is formed
through harmonisation of the technical contributions from the workpackages across the project. These
various techital contributions a evaluated against selected performance metrics. Deployment
guidelines are then presented based on an evaluation of the businedsrcemesral scenarios that

have a high potential.

The technical contributions in QoSMOS are clasagcdeither technical solutions or technical tools.

The technical solutions each play a role in part ofoWerall system architecture, which was defined

earlier in the QoSMOS project in [D23]. The technisalutions are evaluated using selected
performac e metri cs to show a quantitative assessmen
how they advance the staiétheart. The technical tools provide ways to evaluate system
performance in the form of performance prediction, opportunity predictidnpanotof-concepts

(PoC) An overview of each system tool is provided along with its benefits for QSMOS system
development.

The consolidated system architecture is always presented with consideration for the QoSMOS
scenarios:

1 Cellular extension in whitespace™ This is where an operator can use whitespace spectrum in
addition to any of its own licensed spectrum for offloadigither for capacity or coverage
enhancement. A special case of this is rural broadband where mobility is not required.

1 Cognitive femtocell i Cognitive femtocells using opportunistic channel access. This includes
deployments such as wireless access in the home, public hotspot coverage, antb-indoor
outdoor coverage.

1 Cognitive ad hoc networki Ad hoc network (typically limited in time and space) using
opportunistic channel access. This includes deployments for emergency scenarios where a
network must be quickly established between emergency response services and their
coordination centres. Another example is for a mactomaachine network using
whitespaces.

When considering actual deployments, this report focuses on some specific realisations of these
scenarios, which are:

T LTE offloading usingTV whitespace TVWS) for capacity enhancement of an LTE
network (subset of cellular extsion in whitespace)

1 Rural broadband using TVWS (subset of cellular extension in whitespace)

1 A fixed operator providing anobile data service using cognitive femtocellgsubset of
cognitive femtocell)

1 Machine-to-machineusing TVWS (subset of cognitive addnetwork)

A common theme for these specific scémsiis the use foTVWS. This is becausehe regulatory
situation means that opportunistic access to the TV band could be possible in many European
countries (already possible in USA) very shortly.

For the business case evaluations, assumptions and regulations are discussed in general as well as the
unique details for the business case of each specific sceDaptoyment guidelines are given for

each specific scenario, listing which issues must be dédltalong with a timéne suggesting how

the deployment could progre§e realisation of these specific scenarios requires that equipment with
QoSMOS functionalityis made available on time. This report has a particular focus on the
modifications requid to LTE technology to include QoSMOS functionality, but also looks at the

13
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options for creating proprietary solutions for business cases that requieutratiooner than
standardisation is likely to allow. For example, the rural broadband scenaricalostesting roHout
from 2013 if TVWSare already available.

14
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2 Introduction

This document presents a harmonised view of the technical contributions from all of the workpackages
in the QOSMOS project and shows how they apply to the overall system cq@mifidefined in

[D23]. The technical contributions of QoSMOS are evaluated in this deliverable using a refined set of
evaluation metrics. Guidelines for the deployment of the QoSMOS scenarios gpeocaidedbased

on results from an economic study.

The QoSMOS target scenarios identify those applications that have a high potential for asaesds
implemented systesn These scenarios were defined early in the project to give guidance to the work
that followed. As the projedtas progressed, theseerarios havebeen refined to give more focus to
those applications judged to have the highest pote&aliér in the projecthere were six scenarios.
This has since been reduced further to three (as listed beloip1l6] an overview is provided of

how the scenarios have been refined during the prdyech the initial six listed in [D12] and
[MacEtal2011] to the three listed belaw

The QoSMOS scenarios can be summarised as (more detailed descriptions of these scenarios can be
found in[LehEtal2012):

1 Cellular extension in whitespacé This is where an operator can use whitespace spectrum in
addition to any of its own licensed spectrifmn offloading either for capacity or coverage
enhancement. A special case of this is rural broadband where mohilityresquired.

T Cognitive femtocell T Cognitive femtocells using opportunistic channel access. This includes
deployments such as wireless access in the home, public hotspot coverage, antb-indoor
outdoor coverage.

1 Cognitive ad hoc networki Ad hoc network (typically limited in time and space) using
opportunistic channel access. This includes deployments for emergency scenarios where a
network must be quickly established between emergency response services and their
coordination centres. Another example fer a machingo-machine network using
whitespaces.

Chapters3 to 5 describe and evaluate the solutions and tools developed during the project. These
solutions and tols allow for the various functionalities of the QoSMOS system architecture to be
developed for the requirements of the above scenarios.

Chapterss and7 take a morealetailed look at the realisation of some specific implementations of the
above scenarios (More details on the business cases can be found in [D16]).

These, more specific scenarios, are summarised as:

1 LTE offloading using TVWS forcapacity enhancement ofan LTE network (subset of
cellular extension in whitespace)

1 Rural broadband using TVWS (subset of cellular extension in whitespace)

1 A fixed operator providing anobile data service using cognitive femtocell¢subset of
cognitive femtocell)

1 Machine-to-machine using TVWS (subset of cognitive ad hoc network)

One common theme of these more specific scenarios is the use of TVWS. This is because
opportunistic access to the TV band is either already available (e.g. USA) or is expected to be
available soon (e.g. UKand so the business cases for this band are of great interest to the many actors
involved with QoSMOS.
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This chapter introduces the document and provides a brief summary of the key system architecture
details from previous QoSMOS deliverables. This inekidhe main functional blocks within the
QoSMOS reference model and how these apply the QoSMOS scenarios, cellular extension in
whitespace, cognitive femtocell and cognitive ad hoc network.

Chapter3 describes the system tedtal solutions that have been developed in the project. For each
solution a description is given that describes how it fits into a Q0SMOS system and what benefits it
provides. Chaptet then describes some of the tools devetbgering the project, which can be used

to evaluate system performance, including components of the QoSMOSopiamicepts(PoC)
Chapter5 then provides selected performance evaluation results of the system technicahsolutio
using the refined set of evaluation metrics, in ordgravide quantitative evidence of the gains and
benefits derived from the solutioasd show how QoSMOS has advanced the-sffatiee art.

This report then considers the deployment of QOSMOS sgst€raptel reviews the business case

for each of the specific Q0SMOS scenarios and offers some deployment guidelines. These guidelines
show what bargrs must be overcome and a tiime for the deployment of each scenarigligigested.
Chapter6 then continues the consideration of real deployments by deschibim@ QoSMOS system

might be realised for a deployable system. Particular attention is given to adding QoSMOS
functionality to LTE technalgy, which is particularly useful for the cellular extension in whitespace
and cognitive femtocell scenarios.

Finally, chapteB presents the main conclusions of this report.

2.1 QoSMOS system Functional Architecture and Reference Model

The QoSMOS system architecture has been designed to operate in different regulatory regimes [D22],
[D23], [Cel2011], i.e., to make use of either or both-tga@tion databases and spectrum sensing, for
example, and to be flexibly applicable tadange of diverse target scenarios [AriEtal2011]: cellular
extension in whitespace (including rural access), cognitive femtocell, and cognitive ad hoc network.
These have correspondingly different constraints [LehEtal2011].

Figure 2-1 illustrates the reference model functional blocks, together with their interfaces [D22]
[D23], mappedonto the four topological domains [CelEtal2011], illustrated in chaPtewhich
abstractogether the possible application scenaf@=2012].

co-ordination
domain
NET COORD ULYR
mcmw@mwm
\ [1]
%
( Al )

= |
\

SCTRL

=

coexistence networking
domain domain

terminating
domain

Figure 2-1 The QoSMOS reference model mapped onto the topological domains.
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The main highlights about the functional blocks, the cognitive managespfmtrum management
(CM-SM), the cognitive manager for resource managementiRGAl the spectrum sensing (SS) and

the transceiver (TRX) are presented in sect®ids3.2, 3.3 and 3.4 respectively, where the focus is
narrowed on portions dfigure2-1. External blocks (network coordinati, NET COORD, and upper
layers, ULYR) are also shown in the figure. The acronyms used here are commonly used in the
following chapters.

Flexibility is shown using the topological domains as summarised in segfiormMhe QoSMOS
system architecture allows for a combination of resource control and sensing topologies to suit the
intended scenario (not limited to just the QOSMOS scenarios3][Ohe resource control care
centralised, distributed or seistribuied while the spectrum sensing can be locahtralised
(collaborative or cooperatiyer distributedD32]. The QoSMOS target scenarios (cellular extension

in whitespace, including rural access, cognitive femtocell, and cognitive ad hoc network) drm liste
Table 2-1 [Cel2012] together with the most reasonable [D23] combinations of resource control and
spectrum sensingopologies: centralised (RCC) and distributed (RCDgsource control and
centralised (SSC), sliributed (SSD), and local (SS&pectrum sensing

Table 2-1 The most promising QoSMOS scenarios and some of their architectural properties.

. resource control spectrum sensing
Scenario
topology topology
cellular extension in whitespace | RCC SSC
cognitive femtocell RCC SSC, SSL
cognitive ad hoc network RCC, RCD SSC, SSD, SSL

A complete mapping of the first and the lasthitectureoptions (in particular, cellular extension in
whitespace with RCC/SSC topologgnd cognitive ad hoc network with RCD/SSL topology,
respectively) are presented in [CelEtal2011].

1The common portfolio repository (CPFR) and the regulatory and policy databases (RPDB) aexldngéiss
CM-SM. The functional groups (repository accd&EP), localisation and selectio{LOC) and (SEL)),
resource control RC, resource ygdJ), SS managemerfMGT), sensor contro{SCTRL)) are related to the
aforementioned topology mapping. All 8eeare discussed in the relevant sections cited in the text.
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3  System Solutions

For the QoSMOS system, technical solutions have degeloped in order to addrespecifically the
objectives targeted hese objectivemostly consist ofjuality of service (QoS) management within an
opportunistic system, mobility support and incumbent protection. These solutions apply to the
different functional blocks of the QoSMOS reference modslalled in the previous chaptaswell

as to the interactions between them and the overall system architecture. The ordering of the sections in
this chapter therefore follows the internal structure of the QoSMOS system, describing the
corresponding technical solutions developed togethttr tiveir benefits. The solutions are highlighted
alongside the main grogmf functionalitieghatthey realie. The detailed performance evaluation of
these schemes will be presented in the next chapters.

3.1 Solutions for the Cognitive Manager for Spectrum Management

3.1.1 Functional Overview

Figure3-1 depicts the CM5M with its two internal functional block groups together with the main
other functional blocks interworking with it in the QoSMOS systasintroduced inhe previous
chapter.

[ |

|
Coen ) (e | [ s

Figure 3-1 The CM-SM accesses repositories and provides GRM with spectrum portfolio.

3.1.2 Cognitive Spectrum Management Famework
Description

In order to make the available spectrum aopyuties available to the CNRM, the CMSM [D62]

[D65], through the repository access (REP) group managing the context at broader level, accesses the
regulatory and policy databases (RPDB), providing regulatory constraints concerning the spectrum
use, andhe common portfolio repository (CPFR). The CPFR incorporates all the relevant information
from the above repositories filtered and processed, enriched by spectrum sensing results and
performance reports, gathered from the SS and theR&®M The latter arecomponents of context
relevant at the networking domain (for example at a base station level), also eliminating irrelevant
information and adding wha meaningful only there, to enable the spectrum selection (SEL) and the
following resource management.

The cognitive spectrum management framework is based on a holistiedisdiltilinary approach to
spectrum management with inputs from market, technology, economics and regid&i¢nThe
main objective is to increase spectrum sdiiion by managing sece spectrum resources in an
intelligent way across technologies, access methods and stakeholders [D6s3].enables
opportunistt operators to efficiently makdecisions on the assignment of portions of the primary
spectrum to the requesting entities ilwhmeeting various QoS level requirements and ensuring
incumbent protection.
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Benefits

Alternative approaches for the cognitive functions [D65] taking into accoantext filtering,
aggregation and communication [D62] as well as flexibility, robustnedscagnition [D64]with

varying levels of complexity have been compared; this showed that the performance can be improved
when applying the framework todSMOS scenar® [D66]. Specific realisations of the framework

and their beefits are addressed in tta@léwing sections.

3.1.3 Cognitive Spectrum Management by dint Energy and $ectrum Control

Description

This solution applied to the cognitive femtocell scenaramsists oh cognitive spectrum management
functionality to enhance reliability of the spectrunamagement operation by investigating a joint
energy and spectrum (i.e., $uhannels) utibation for dense indoor femtocell networks. This aims

not only at sharing the spectrum with the macrocell, but also at providing robust spectrum and energy
resourcananagement to the fim, random suichannels for densely deploy&zmtocells.

For a given number afeserved channels not in operative ,useergycontrol is performed at both
control and data planes on every time slot. The aggregate energy usage laditektre femtocell

user equipment (FUE) and the networked femtocells is addressed from the signal processing
perspective. For simplicity in analysis and without loss of the generality, the vasestinterference is
considered, where all the FUEs aredimd at the celbdge of the femtocell and thus the resulting
downlink energy usage per femtocell is the largest. This leads to an asymptotic situation where the
interference caused by the femtocells results in the highest level.

Based orthe mathematicareatment of the energy usage between FUEs and femtdbellsnergy

usage at each femtocell associated with mulffl&s, is decomposed into energy usage at the control
plane and at the data plarféde two energy terms are shown to rely on the powecation level as

well as on the number of active sahannels for the channel feedbacks. Thus, tbpgsed CMSM
functionality showg that the proper management of both the power levels and the size of the subset of
active subchannelsalongside the CMRM functionality (i.e., radio resource scheduling) can improve
the stability of the femtocell in terms of the outage capacity, whitexegiing with the licensed
macrocell receiver.

Benefits

This solution consists of interactions with the SS as well as tivehCM-RM. Based on the inputs

from the SS, the proposed solution intends to leverage the amount of spectrum available at the
femtocells to its maximum advantage. This advantage is achievable by dynamically varying the
number of active spectra as a degoédreedom. Along with the power allocation method to such
active spectrum, the output of this process is transferred to the inputs to {RMCM

3.1.4 Distributive Self-Learning SON

Description

A Self Organitng Network (SON) approach [D64] is developed andlysed, which allows
distributed cognitive system nodes, i.e. the distributed Spectrum Mantgeosifigure, manage and
optimise their many highly agpled parametersets, such as the spectrum portfoliand the
transmission power settings of the cognitnagles. It is based on an internal prediction model, which
uses seHearning to adapt itself to the particular situation for each individual cognitive hode. [D65]

Benefits

The distributed cognitive nodes manage to considerably improve their performaractaijvely
setting their parameters individually and for each particular environment, traffic and interference
situations. This SON technique is very fast, as it uses only internal mathematical calculations, without
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the need of any system feedback, i@ parameter testing is needed [D65], [D67]. This approach is a
major step towards the vision, to introduce a cognitive node anywhere in any environment and then
the node and theetwork simply adapt and optineighemselves in aelf-organisng manner to tis
complex and interacting situation [D67].

3.1.5 Portfolio optimi sation
Description

Cognitive radio technology will allow for the adaptive access to liceagéeldunlicensed portions of
spectrumHowever, different parts afpectrum not only have different netik (e.g. radio and load)
conditions, but also different licensing and/or billing agreements. Therefore, in order for the operators
to obtan the major economiceturn and the most efficient use of radio resources, the allocation of
such spectrum resourcesust now targt both technical and economibjective functions. This
problem can be conveniently formulated as a nrubfective portfolio optinsation problem. The
solution aims to adapt the concepts behind ruldfective portfolio optinsation, commoly used in

the areas oéconomics andinance theory, to the particular case of spectrum aggregation/selection in
cognitive radio, and observe the advantages and potential interactions between technical and
economical approaches. A framework has been ledield for such coexistence and simulation results
have been produced considering the Pareto optimal-tfidegion obtained when using a multi
objective function based on return and risk factors per Hz of allocated spe@tnenradeoff is
between theexpected utility (which can be the throughput or another metric combining throughput,
fairness and QoS for example) and the risk of using that spectrum portfolio (for example using free
spectrum, we have a lower cost and may expect an average throughpavd fewer guarantees that

it will be achieved]SamEtal2012] [SamEtal2013]

Benefits

The network and economic targets can be simultaneously si@¢ihe Pareto optimal solution region
under an appropriate balance between return and risk valugisnafyand secondary transmissions,
where riskcan bedirectly associated with the interference created to/from primary transmissions
(dependent on the values used for the utility and the risk, as described above)

3.2 Solutions for the Cognitive Manager for Resource Management

The spectrum portfolio discussed in the previous section is passed to tRMOb its exploitation

as described in the followin@he work h [ManEtal2011] offers a detailed look the requirements for
the CMRM and defineghe functiond entities required to allow for incumbent protection, QoS
optimisation and mobility.

3.2.1 Functional Overview

The CMRM [D53] [LevEtal2012] receives a spectrum portfolio deployed by theSBMto provide
communication services to upper layers, such as tHeappn or transport layer. This is achieved by
exploiting a flexible transceiver TRX, illustratéd the previous chapter and in detailFigure3-2.
The CMRM also feeds its performance reports to the-8M anduses SS services for incumbent
protection.
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Figure 3-2 The CM-RM uses the deployed portfolio to provide service to upper layers.

One key differentiation between the €8M and the CMRM is the timescale tlyeoperate on
[Cel2012]: the CMRM works closer to traffic needs and radio context changes, which are faster than
the repositonybased eventihatthe CM-SM works with.

3.2.2 Flexible Architecture

The architecture of the CIRM has been designed with the divessenarios, as described in the
previous chapter, as target applicatiofiserefore, the functionalities needed to provide managed QoS
and incumbent protection under physical and spectrum mobility have been organised so that the CM
RM can serve those diversealisations.

Description

The functionalities for cognitive resource management have been identified considering the peculiar
requirements [D14] [ManEtal2011]. The responsibilities of the internal functional blocks have been
properly divided in two grougp Resource Control (RC) and Resource Use (RU) as shown in
Figure3-2.

The RC functional group controls access and allocates the resources to the network, whereas the RU
functional group has the duty of oversepthe TRX to explit the spectrum resources.

Benefits

This internal architecture of the GRIM allows diverse topology mappings of the functionalities using
the same architectur@his allows easy reuse dahe design andor resource management servites

be exploitedover a range of tpologies associated to the variosenarios [CelEtal2011], whilst
providing QoS optimisation, mobility support and incumbent protection as needed, and with a clean
interwork with the CMSM (see also sectidh5.2.

3.2.3 Cognitive AccesControl and Channel Selection
Description

An optimised access control with cognitive capabilities has been studied for an LTE network
opportunistically operating over TVWS [D53].

For the cognitive femtocell scenario, admission conpraiceeds jointly with eviction control and
bandwidth adaptation for QoS support, and is implementable in a cogfeititecell as shown in
[GuoMoe2012].
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[D34] and [YuEtal2010] illustrated an adaptive scheduler and admission control protocols suitable to a
distributed resource control network like [IEEE802.11¢e] for the QoSMOS cognitive adehwork
scenario. Issues concerning reliable sepsiriormation exchange fadistributed admission control

have been addressed in [YuEtal2011].

For the cognitive ad lionetwork scenario, an algorithm [LevEtal2012] sorts active channels from best
to worst (taking into account the load on active communication links as well as radio quality on these
links) in order to select operating channels and identify the reserveatban be used in case the
operating channel would need to be freed.

Benefits

Network congestion can be prevented while ensuring that (a) the targeted QoS for the opportunistic
users is maintained and (b) pr ot beert showg that thee i n c u
detrimental effects of incumbent appearance on connection dropping and blocking rates (CDR, CBR)

are cancelled, or at least reduced, by using the optimised access control, thus providing a quality of
experience comparable with thataaventional networks [D53]. Blocking and dropping probabilities

of the opportunistic users are also reduced thanks to the joint algorithm for adaptive scheduling and
admission control [GuoMoe2012].

In [D53] and [LevEtal2012] it is shown that the channel efection algorithm allows reliable
transmission even when radio resources are intermittent due to incumbentygiien.

3.2.4 Transmit Power Control
Description

For the cognitive femtocell scenario, interference management is addressed by a power con&ol schem
consisting of gradually reducing the downlink transmit power to react to the knowledge about
interference caused to a macrocell [D53] [ZahEtal2011].

Radio context information can be exploited to identify a suitable power control strategy, as done for
distributed power control algorithms developed for the QoSMOS cognitive ad hoc network scenario
[DurEtal201Q [DurEtal2011b] [ManEtal2011]. Distributed power control can also be optimally joined

to a rate allocation algorithm [RajEtal2010].

Benefits

The powercontrol scheme for the cognitive femtocell scenario was shown to be capable of reducing
the (crosdier) interference to macrocells [D53] [ZahEtal2011].

A worstcase analysis for the distributed power control algorithm in the cognitive ad hoc network
scerario showed that the QoS for the opportunistic users is satisfied while the incumbent users are
protected [ManEtal2011] [RajEtal2010]. Furthermore, for this algorithm the effects of user mobility
and a time-variant channel on both incumbent and opportunisisers have been studied in
[DurEtal2011a] [DurEtal2012].

3.2.5 Optimised QoSProvisioning Under Spectrum M obility

Spectrum mobility is defined in cognitive radio networks in addition to physical mobility by the
process that a cognitive radio user switchedré@guency of operation due to policy constraints or
service requirements during the sessionbs I|ifeti
handover.

Description

Spectrum mobility for the cellular extension in whitespace scenario has heemssgd in
[LevEtal2011]. This function enables thiorced handover of static/mobile users to another access
point that operates in a different channel than theppaemptedby the incumbent. This could be a
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neighbour cell operating in a reserve chammeinotherof theradio access technologies present in the
user vicinity.

Optimised QoS provisioningpr opportunistic users (OU) under spectrum mobil#tyrealised by a
decisionmakingframework for joint admission control, eviction control and bandwatiaptation to
support the QoS in cognitive radio networks. The optimal decision at each system state istaerived
maximise the longerm network revenue.

Benefits

The spectrum utilisation is improved and the OU blocking probability is reduced whilengetp
forced dropping probability of the OUs upgssunded. Furthermore, this solution can adapt to the
dynamic bandwidth allocation cost [D53].

3.3 Solutions for Spectrum Sensing

Both the CMSM and the CMRM seen above exploit for different use the serviethe spectrum
sensing block described heréhe SS block is in charge of obtaining relevant knowledge of the
surrounding radio environment. In particular, spectrum sensing identifies which portions of the
spectrunmay beavailable to the opportunisticsers (i.e., spectrum holes ohitespacs). To this end,

the SS block tracks frequency bands that are dynamic in both time and space, not only to identify idle
frequency channels but also to detect the appearance of incumbent users in those channesksdbeing
by opportunistic user3.herefore, the SS block can play an important role in incumbent protection and
allowing more spectrum opportunities to be exploited by opportunistic users.

3.3.1 Functional Overview

An important part of the radio context is acqditey the SS functional bloclseeFigure3-3, which
exploits measurements from sensors, which can be either located in dedicated devices or exploiting the
internals of the transceiver (see also se@id) in order to provide the sensing decisions needed.

CM-SM ‘ CM-RM

——

S

‘ TRX ‘

Figure 3-3 The SS exploits TRX measurements.

Sensing is used for context mapping by the-SM, and for incumbent detection by the €AM.
Spectrum sasing decisions are destined primarily to the entity that requested therREChr CM-
SM). However, as seen previously, they can be used also by the other entity.

3.3.2 Efficient Architecture
Description

The internals of the spectrum sensing functional bl@34] have been defined in order to efficiently
interface with the rest of the Q0SMOS system and to allow various spectrum sensing architectures and
topologies.
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The sensor control (SCTRL) controls and gathers measurements from the lower layers, such as the
TRX, described later in the document, and provides sensing measurements, then collected by the
spectrum sensing management (MGT) to generate a decision (e.g., Boolekiguse3.

Benefits

This kind of internal architecturallows easy reuse dhe design of spectrum sensing functionalities
over diverse topologies associated to the QoSMOS scenariog.d8eé-1).

3.3.3 Solutions for L ocal Spectrum Sensing
3.3.3.1Fast and Reliable Signal Detection with Backgrond Process for Noise Estimation

Description

This solution considers a very reliable Energy Detector (ED) [Urk1967], [DigEtal2007] which uses a
background process for noise estimation based on the statistical properties of noise
[Kay1998][P001998][TanSah®8][TanSah2007].

Benefits

The detection probability is almost the same as for a perfectvigiich is not affected by any noise
uncertainty.

3.3.3.2Improved signal detection for PMSE
Description

Two solutions [GauEtal2010], [GauEtal2012] are proposed for dmteof programme making and
special events (PMSE) devices: one is based on the Féajser detector. This detector is based on

a correlator that identifies some typical characteristics of the FM signals used by PMSE devices. The
second one is based onfraquency domain detector which filters out the-bahd noise, thereby
improving the SNR.

Benefits

Both detectors for PMSE are compared to the energy detector (ED). The advantage of the new PMSE
detectors [GauEtal2010][GauEtal2012] is their better gitgi compared to the energy detector.
[GauEtal2010] [GauEtal2012].

3.3.3.3Two-Stage Hybrid signal Detection
Description

For the OFDM and PMSE cases, a t#tage Hybrid Detector for OFDM is composed of a
Cyclostationary Dettor (CD) using the Generatid Likeihood Ratio Test (GLRT) on
cyclostationary peaks, and an Energy Detector (K&DED is characterised by a low computational
complexity but has a limited detection performance. On the other hand, a CD can provide a
significantly higher detection performandaut at the cost of an increased computational complexity.
Therefore, both signal detection methods provide complementary characteristics that can be combined
to provide an adequate design tradiebetween detection performance and computational contyplexi

Benefits

In both cases, the CD needs many samples for a correct decision, while ED might be affected by noise
uncertainty. The Hybrid detector is a good compromise when ED noise uncertainty cannot be
estimated.
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3.3.3.4Generalised Higher-Order Cyclostationary Feature Detector
Description

The generalisd higherorder cyclostationary feature detector uses a cyclostationary autocorrelation
function of higher order. An example has been provided fdt@der cyclostationary detector (CD4)
in contrast with pevious 2° order cyclostationary detector (CD2) [D33].

Benefits

CD4 may outperform CD2 only for PMSE and only when shaping functions (e.g., Root Raised
Cosine) are usedt has also beeshown that for OFDM transmission there is no benefit [D35].

3.3.3.5Modified FCME algorithm
Description

The forward consecutive mean excision (FCME) signal detection methdetf&e®5] was modified
[Var2012] tohelp detecmalicious sensing nodes reporting ‘always one' or ‘always zero', because false
sensing data may degrade tperformance of cooperative sensing. The FCME method sets the
detection thresholds using an initial séthreshold parameters. The modifieGNME algorithm is run

to combinebinary sensing decisions, that is, consecutive sensing results from severdhsgosers

are considered.

Benefits

The modified FCME algorithm is blind so na priori information is required, and it is
computationally simpl e. I n general, it fPnds oOal
= 0.95) even though about 8@8fkthe secondary users were 'always one' malicious users.

3.3.3.6Robust spectrum sensing based on statistical tests
Description

This kind of solution is based on a novel local sensing algorithm using statistical test theory.
[ArsEtal2011]. Proposed are two sergsalgorithms derived from the Kolmogor@mirnov test (KS)
sensing and t-Bdensidge These slgotittens are tfeated for the case of known noise
probability, unknown noise and nd@saussian noise. The sensing performance of these algorithms is
compared with the weknown Energy Detector (ED) and with the Anderdarling (AD) sensing
recently proposed in literature.

Benefits

The proposed-sensing outperforms energgtection ED based spectrum sensing and AD sensing,
especially in low SNR gimes with less complexity. It is seen that if the noise distribution is known
and Gaussian thensensing is superior in terms of detection probability, while with known non
Gaussian noise distribution Ks&nsing is a better alternative.

3.3.3.7Mobility -Tolerant Spectrum SensingFor Cognitive Radios
Description

A mobility-tolerant collaborative spectrum sensing mechanism using Nepneaa r s on 6 s crit
[Kay1998] [P001998] is considered and a framework for local spectrum sgimsimigler to exploit
spatiotempoal diversity due to the user mobiljtig proposed.

Benefits

The obtained results demonstrate that cognitive radios can improve spectrum sensing performance if
user mobility is exploited by performing multiple measurements as the sensing device moves. The
suitable detector structure proposed is optimal according to the NdYreamr sonés criter i c
expressions fathe probability of detection for spectrum sensing under user mobility are derived.
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3.3.3.8Parallel SensingUsing Smart Antennas
Description

Thistechnique uses an antenna array and smart antenna processing to pyrfostationaryfeature
detection on OFDM waveforsn

Benefits

Thanks to the interference rejection capabilities of a ramitenna system, 4band sensing can be
performed by an oppamistic user without having to integrate quiet periods in its wavefdha.gain
in SIR (to reach a 90% probability of detection) is estimatetieteb5dB by using two antennas
instead of one.

3.3.3.9CDMA Traffic Detection
Description

This technique allowsfor the detection of the codes used on CDMA frequertyannels
(UMTS/HSDPA channely Simultaneous transmission without interfering with the incumbent users
could then be possible in the code domain with
codes

Benefits

CDMA channels are classically considered as inappropriate for CR use as they are always used by
common channels. Sensing in code allows for the use of the available code resource on CDMA
channels.

3.3.4 Solutions for Collaborative Spectrum Sensing

Cenralised collaborative sensing is used to generate a decision at a central node exploiting the
measurements from scattered sensors, all observing the same target (channel, signal, etc.) at different
location and/or in different conditions (height, etc.)ll@morative sensing can therefore mitigate the
hidden incumbent problem and compensate for the effects of noise, fading and shadowing, thus
improving the sensing reliability.

3.3.4.1SelectiveReporting Distributed SensingAlgorithm
Description

One significant isue in collaborative sensing is the overhead required for the local sensors to transmit
the information to the fusion centre. It is therefore highly convenient for energy reduction and
overhead miningation purposes to devise distributed sensing schemagsnihimise the number of
transmissions from the locsdid sensors to the fusion centre. This solution provides a method to
selectively decide which sensing nodes send their sensing report to the fusion centre, thus reducing the
number of sensing reportequired for a certain target performance and hence reducing the energy
consumption and reporting overhead.

Benefits

This allows reducing the signalling load without penalty in sensing related metrics by using censorship
or silence periods.

3.3.4.2Spectrum Sensing Based ona Beta Reputation System
Description

In the presence of malfunctioning or misbehaving users, the performance of collaborative spectrum
sensing (CSS) deteriorates significarnty35]. A proposed solution therefore is a credibility based
mechanim usinga beta reputation system in which the fusion centre assigns weights to each user
observation based oits individual credibility score. The performance of the proposed credibility
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based (CFCSS) scheme is compared with the case of equal weightitogn{EWC). In EWC the
same weight is assigned to each user regardless of its credibility score.

Benefits

Compared to EWC in the presence of dubious users, the propos€sEBcheme demonstrates
significant improvement in reliability of aggregated imf@tion at the fusion centre in the presence of
falsified users.

3.3.5 Interference Monitoring

Description

Interference monitoring is an advanced framework for incumbent protection, which combines
spectrum sensing and the geoation database approaches. Therfierence monitoring consists of
performing measurements at monitoring nodes aaamcumbent receiver to be protected in order to
estimatethe carrierto-interference power ratio (CIR) of the incumbent receiver and to compensate the
inaccuracy of the pih loss predictionThe compensation is done by comparing the calculated root
mean squared error (RMSE) to the standard deviatidhegbath loss estimation errofhis aims at
adjusting the transmission parameters (e.g., transmission power) at thengpeggortunistic
transmitter to adapb a changing transmission environment.

Benefits

This authorises more optisgid transmission power for the opportunistic systemconsequence
increases the number whitespacepportunities.

3.4 Solutions for the Transceiver

The Transceiver TRX) functional block performs synchraed data transmission, provides dedicated
broadcast and multicast channels on different spectrum bands operated by the supported heterogeneous radio
access technologies, and serves the ®8kbfor its sensing decisions. It also supports the-RM with
measurement reports and transceiver capabilities (i.e. capabilities to transmit and receive data).

3.4.1 Overview

Figure3-4 shows the internal structudd the TRX block in the QoSMOS reference mod#lysical
Sensing(PHY SENS) Transmission Plan@RX PL) and Analogue RF. The Physical Sensing deals with

the integration of the physical sensing operations performed for the Cognitive Radio architecture. The
Transmission Plane provides the functions required for the baseband processing of the data transmitted
over the air. The Analogue RF includes the functions needed for the RF processing involved in the up
conversion and dowoonversion of the baseband sa¢g) up to the transmission part (e.g. antenna array).

CM-RM

%;

ANALOGUE RF

Figure 3-4 The TRX serves SS and CWVRM.
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3.4.2 OFDM Windowing
Description

This solution consists in an enhancement to conventional OFDM, where the ntmdifitam a
rectangular to a smooth windowing scheme alltvescontrol ofhigh and contrééd outof-band rolt
off [D43].

Benefits

The novel windowing OFDM provides a simple and backwards compatible method for decreasing out
of-band interference arid therefore highly suitable for cognitive radio. This technique provides one
more option of significant interest when simplicity and compatibility are required.

3.4.3 Interference AvoidanceTransmission
Description

The solution IAPFT (Interference Avoidance transsion by Partitioned Frequencand Time
domain processing) ia norcontiguous OFDM transmission, whichdapable of producing a notch
within its transmission spectrum by using a proper combination of time windowing (TW) and
cancellation carrier@CC) [D43].

The TW approacke.g., used in IEEE 802.11ig)able to significantly reduce cuof-band emission for
the centre of the notch. Alternatively, CC is known as a method to suppress-tiidbant emission
at the edge of the notchihe IA-PFT is configued by a partitioned combination of CC insertiorhia
frequency domain and TW processing in time domain to be able to combine effect of CC and TW.

Benefits

The IA-PFT can achieva high suppression effect for the entire band of the notch, owirtheto
combined effect of TW and CC. Moreover, HRFT realises transmission performance and PAPR
performance as good as those attained by conventional interference avoidance methods.

3.4.4 GFDM and Cyclostationary Detection
Description

Generalksed Frequency Division Mtiplexing (GFDM) is a recent multicarrier modulation technigue
with extremely low oubf-band radiation that makes it an attractive choice for the PHY layer of
cognitive radio [D43]. GFDM has a flexible pulse shapiaghnique thateduces the otdf-band
leakage. It also has an innovative tail biting cyclic prefix (CP) which shows unique circular detection
properties. Compared to OFDM, only the GFDM signal presents side peaks characteristics in the
cyclostationary autocorrelation function (CAFhe soluton uses the improvedetectionprobability

on peaks specific toyclostationary GFDM characteristics.

Benefits

The impact of the rolbff factor on the detection result is analysed when the cyclostationary detector
uses the CAF side peaks. The tradfebetween the length of the CP and the-ofllfactor for the
detection performance is studied as well. The results show that if theffrééctor is properly
designed, it can increase the detection capability even when the CP is very low, thus abbowing t
transmit more useful data in the same time without decreasing the detection perfoiSesmsueg a
cognitive usefs opportunistic signal is also of importance and hence simulations have been done on
sensing GFDM signals and it is found out to give b&@€C curves compared to OFDM.
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3.4.5 Filter Bank Multi Carrier (FBMC)
Description

FBMC [Farh2011]is a more general modulation technique providing good-aftiand radiation
performance and belonging tackass of multicarrier modulations with extreme low AdjacChannel
Leakage Radio (ACLR) compared toCHFDM [D43], but the statistad properties of the signal such

as PAPR remain the same. FBMC usediter bank structure, whichis based on avell-designed
prototype filter fulfilling the Nyquist propertie§Vith the use of offsesQAM modulation, where the

real and imaginary data are tsamtted with a time offset dfalf a symbol duration, no data rate loss
will occur compared to OFDMPrior to transmission, the symbols are overlapped such that they can
be sparated at the receiver. In order to maintain orthogonality of the filter bank structucen@ét

be used irStaggered MultiToneSMT) systems. As a result, techniques with higher complexity must
be applied in comparison to OFDM in order to combat tlameklinduced inter symbol interference,

Benefits

Simulation results are shown in [D43] to compare the signal characteristics and transmission
performance of the proposed scheme. Performance improvements in the ACLR can be implicitly
reached without adddhal signal processing or data rate loss. Due to its longer symbol duration
FBMC is less sensitive to timing errors as well [Kolletal2010].

3.5 Solutions for the Overall SystemArchitecture
3.5.1 Adaptation Layer
Description

The concept of the Adaptation Layer (Atonsists ofoffering the necessary Service Access Points
(SAPs) and data management functionalities to the different functional blocks presamfitzdinthe
QoSMOSReference Model. Its main scope is to enable the exchange of information and commands
between the different entities involved in opportunistic spectrum access processes and in particular to
dispatch spectrum sensing results to both cognitive managers, if needed [D23] [CelEtalBe11].
scheduling of messages and actions, including spectaensing functions, within the QoSMOS
architecture have been taken into consideration when considering the AL and its interactions with
other blocks. Details on this can be found in [D23].

Benefits

The heterogeneity of the different communication technofogiesented in the QoSMOS system

poses a challenge related to the data management and representation that can be addressed by the AL.
Its functionalities enhance ttaverall system performance as it is monitoring the status of each entity
connected to it.

3.5.2 Interface betweenCM-RM/CM -SM
Description

The interworking of the CMSM and the CMRM occurs through a direct communication interface
(CM1) enabling a simple and efficient communication without the need of lanTAe split of
responsibilities for spectrunand radio resource management between two cognitive managers
operating, as previously seen, at different tsnales and frequency granularities adds flexibility and
efficiency to the management, selection and allocation of spectral and radio resotired3d8MOS

entities. However, this requires a simple communication means for an efficient operation, which is
provided by the CM1 interface. The specification of this interface includes procedures to support the
reporting of spectrum usage and spectrunioperance, the mnagement of spectrum portfglithe
management of spectrum policies, and the operation of the cognitive managers. Various aspects
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related to tis interface have been partialhddressed in WP2 [D22], [D23], WP5 [D53] and WP6
[D65]. A holistic description and specification is provided in [D66] and [D67].

Benefits

The CM1 interface allows a modular architectural design with a clear split of responsibilities between
the two cognitive managers while at the same time enabling a close intetzetiieen them for a

more efficient operation and improved system performance. The existence of a direct communication
interface between the cognitive managers removes the need for an intermediate communication entity
(i.e., the AL), which results in a singland fast communication and therefore in a more efficient
interaction and operation.

3.5.3 Topological Domains
Description

Four topological domains [CelEtal2011] [D22] are defined in order to guide the design of the
cognitive functionalities. Cognitive functalities are defined depending on the topological domain
they refer to (terminating, networking, coordination, or coexistence domain) instead of assigning them
directly to a specific network node, such a base station or a mobile terminal. The functickal bl
defined for a topological domain are assigned to a network node only in a second step and this time
depending on the topology that a specific scenario assumes.

Benefits

The cognitive system designed using these topological domains can flexiblg diedisse scenarios,

such as those currently identified by QoSMOS, (as seen in sétibey are cellular extension in
whitespace, which includes rural wireless access, cognitive femtocell and cognitive ad hoc network.
Thesescenarios are summarised in summarisadle 2-1) but more importantly, these domains can
easily cope with the design of future application scenarios including those not yet clearly defined.

Regardless of the scenario and its togies (sed-igure2-1), the RU of the CMRM and the SCTRL

of the SS stay at the terminating domain (e.g., mobile terminal or user equipment). The RC of the CM
RM, the SS MGT, and the Gi8M LOC and SEL all belong to the networkidgmain (e.g., at base
station). CMSM REP is at the eordination domain (e.g., at core network, CN), and from the CN, the
NET-COORD supports the resource management (e.g., at BS). All repositories are at the coexistence
domain. See [CelEtal2011] for cofepe mappings in relevant cases and for examples for the case of
cognitivead hoc networlscenarios
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4  SystemTools

This chapter gives an overview of the tools that have been developed and used within the QoSMOS
project. These tools cover many aspectprotocol modelling, design, analysis and evaluation that
can be used for providing reliable performance assessment and system design.

These tools are grouped as probiconcept(PoC) spectrum opportunity predication and system
performance prediction.

4.1 Proof-of-ConceptTools

The tools described in this sectioantribute directly towards or@ more of the PoCsaried out as
part of WF. More detail on the PoCs can be found in [D73] and [D75]

4.1.1 SceneEmulator

This tool consists o wideband signal geneoat which gives complete freedom to the user to define
the emulated radio scene along the time and frequency axis. By giving these additional degrees of
freedom, the system opens the door to several new testing possibilities:

I Emulating recordediodelled rdio scenes to test spectrum sensing devices
9 Accurately time defined interference testing schemes
I Multi-radio & carrier aggregated advanced device testing

This scene emulator encapsulates one of the three pillars of the approach to evaluating the
performane of cognitive radi o s WMaedelingnandEkmud vant i eosn 0fi MeFausr
details of this approaatan be found in [TanEtal2012].

4.1.2 CM-SM Referencel mplementation

The CM:SM reference is a C++ based implementation of the SMportfolio managemetn which

functions on top of a cognitive toolkit. The implementatiprovides portfolio repositories and
functions for requesting,eploying and revoking portfoliaBasic functions for portfolio optirsation

are provided; sophisticated portfolio optsation functions are under development. Multiple
instantiations of a CMSM are supported to demonstrate hierarchical portfolio management. Interfaces
towards CMRMs, geclocation databases and spectrusnsors are provided ontop of theo ol ki t & s
communicatiorframework.

The CMSM implementation follows the QoSMOS specification of a cognitive spectrum manager. It

is a unique component and also a core component of the QoSMOS concept. It is also applicable to
crossdomain tasks since it incorporates interfaces ifdgegrating wireless sensor networks for
environmental sensing (beyond spectrum sensing) as well as for incident alerting, for example.

The CMSM implementation includes a concept of Observers and Reporters into the framework.
Implemented as C++ class&bservers can capture and analyse the internal state of tHeMC{dr

any client to the CMBM if it utilises thet o o | tnctiodssand communication framework).
Reporters interface with Observers and can format the output of an Observer into a ggtideiddr

an HTML5 capable Web browser or towards a MATLAB client for further online or offline evaluation
and presentation. The concept is applicable to capture the KPIs of #&MCIMit requires access to

the source code.

Currently only external KPIgi.e. those that can be evaluated by observing the protocol, such as
response times to a certain request) can be observed and reported. Response times for some of the
basic functions (e.g. a GIRM requesting a portfolio from a G8M) have been measured. o8e

range from below 1ms to 15ms for a single concurrent client and for simple portfolio composition that
could be satisfied from the local portfolio repository of the -SM requested. In practice those
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figures are of no great relevance since more realstenarios will differ strongly depending on the
experiment setip.

4.1.3 TVWS Geo-Location Database

This databasere-computes tables of TV channel occupancy, with predicted signal strengths using a
propagation model. The spatial resolutionygidally 250 méres.A web demo, which can Heund at

the addresdhttp://www.ictqosmos.eu/project/demos.htrakes an interface to communicate with the
XML -RPC server, which allows for remote queries overithernet. This database connects to a
QoSMOS system via the GEM reference implementation described in the previous subsection.

This database is unique in terms of a 4sommercial gedocation database. It allows accurate
modelling of specific propose TVWS deployments, and allows computation of countige
statistics on channel availability.

The database would typically be assessed by three measures:

1. Agreement of predicted signal strengths with actual measurements.

2. Speed of database accédss this is currently a demo this assessment is not currently so
important or informative.

3. Other databasmetrics such athe number of simultaneous queries supported.

4.1.4 Adaptation Layer

The demonstrator adn Adaptation Layer (AL), whose implementation has beetuded in [D23],

aims to present the benefits of using an element in charge of centralising the distribution of
notifications and information related to the events that happen in the QoSMOS system. These events
cover the following situations: connectioh rew entities, disconnection regardless of the cause and
translation of information packets between entities based on different technologies.

The demonstrator consists of two entities sharing the same kind of information, one acting as provider
and the ther requesting it. Since initially they are not connected and they are not aware of the
presence of the other, not all requests receive a response. The first thing to do is to register them in the
AL. At this point the AL creates two entries in its datdand matching the information identifier of

both entities detects that they can interact. Due t® thie AL sends a message both entities
informing them about the communication parameters of the other entity enabling the direct
communication betweethem. The second part of the demonstrator shows how the AL is able to
translate messages. A third entity based on CORBA with the same information identifier as the
previous two is registered in the AL. In order to allow communication between the ngnaedtione

of those already registered, based on XRIRC, the AL translates the information message. The
message includes some overhead identifying the destination entity and the message itself. The AL
automatically connects both entities using the conffoirmation included in the message, enabling
communication via the AL between the two entities.

The evaluation of the AL included in [D53] was based on stressing the system in different setups so as
to get the values of different parameters that defieepirformance and limits of the AL. The key
parameters evaluad are related to the impactttee system of introducing the AL, mainly latency and
delay introduced by the use of the AL in the different scenarios where the AL operates.

4.1.5 QoSMOS RFBoard

Thisis a frequencyagile RF transmitter with low owdf-band leakagea frequencyagile RF receiver
with high sensitivity and input dynamic ranged asmall form factor.

The benefits of this RF board include the small form factor, coveringle input freqency range,
frequencyagility and digitally programmable RF components.
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This board could be evaluated with a comparison with existing RF transceiver chips with wide input
frequency range Typical KPIs would include:
1 Input frequency range
Signal bandwidth
Out-of-band leakage, SFDR, or suppression of spurious harmonics
Receiver sensitivity and dynamic range
Transmitter maximum output power dynamic range

= =4 -4 -9

Some testing has already been carried out. [JasEtal2012] shows results on the fragjleritter
characeristics and [NogEtal2012] shows results on the baseband and REribperformance.

4.1.6 QoSMOSDemonstration Board

This demonstration board has a small form factor and is a computationally powerful demonstration
board. The frequency agile RF board descrilmethe previous subsection can be plugged onto this
board, which then performs the baseband operations. This demo board, along with the RF board, can
bethought of as a combined PoC

The benefits of this board include, its small form factor, plus botdwae (FPGA) and software
(processor) computational capabilities.

The board could be evaluated by comparison with existing development kits. KPIs could include:

1 Processing power
1 Form factor
1 Power consumption

A comparison of this board with existing boarsisarried out in [BerEtal2012].
4.1.7 SelectiveReporting Distributed Sensing

This tool consists of an implementation of a selective reporting distributed sensing platform. The
platform is madaip of a set of sensors, implemented with Ettus USRP hardwarthe@GiNURadio

SDR platform, and a central Data Fusion Ualiso implemented using tli@NURadio SDR platform.

The sensors report the local sensing decision to the Data Fusion Unit that generates the final decision
on the presence of a user in the RF charified solution is configurable by the user that sets the
sensing parameters: RF channel, number of samples used to generate a decision, sensinthimterval
solution outputs the presence of a user in the RF channel

This tool is unique to QoSMOS. The implentation proves the reduction in the sensing signalling
load without penalty in the sensing related metrics.

The sensing platform can be evaluated experimentally feeding each sensor with an independently
faded incumbent/opportunistic signal and measummgisig metrics such as:

1 Probability of detection
1 Probability of false alarm
1 The network signalling load

Initial results show that the sensing metrics are not affected by the introduction of the selective
reporting and that the new algorithm achieves a E&3action in the signalling load.
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4.2 SpectrumOpportunity Prediction Tools

These tools can be used to improve prediction of what spectrum opportunities are available and could
therefore be used to increase the nembf spectrum opportunities made avaléato secondary
systems.

4.2.1 Statistical Model for Opportunity Detection Based onLong-Term User Activity
Estimation

The longterm observation of ON/OFF activity of incumbents and opportunistic users may lead to the
large-scale overview of a cognitive systeifhe observed activity duration statistic can be used to
build a model to express the distribution of the length of the activity and the aftaatperiods. The
opportunity could be detected for a cooperative operation by using the intumbed and t
opportunistic usexd channel utilgation probability distributions. A probabilistic mogddiased on

Markov chainshas been developed from real spectrum usage and netwos#tigtilimeasurements.

The model uses statistics about primary user behaviour goowa performance (capacity) in the
secondary system.

The opportunity detection method is intended to be used as a general tool. The required algorithms can
be implemented in thEM subsystem in order to support the decision mechanisms of the resource and
spectrum management system. The results can be easily adapted for different operational
environmens, if training data is available to parameserihe stochastic models.

The tool can be evaluated with the statistics of spectrumusaae (described in eéhfollowing
section). The effective measure of the KPI is ¢éiséimation of the probability of activity duration
Results for the detection of opportunities in IEEE 802.11 wireless access can be found in
[CsuEtal2011]. Further details on this tool can benfd in annex Bof [D65]. This includes a
description orthe how the tool can be implemented into a QoSMOS system and how it could be used
by networks based on the IEEE 802.22 standard. Initial results include the predicted off and on
probability for diffeeent numbers of users.

Performance is evaluated through network level simulations for the use of ON/OFF incumbent user
(IU) statistics in a network basesh the IEEE 802.22 standard [D66] [€J6 The IEEE 802.22
network consists of a base station and ao§e&tpportunistic users (OUs). The IUs are unregistered
wireless microphones operating in the UHF channels not used by TV broadcasters, hence available for
use by the IEEE 802.22 network. The OUs senses IU activity on the available channels and reports the
measurements to the GBM, which further uses these measurements to calculate the ON/OFF
statistics for each channel. If the sensed signal is above a certain threshold, the OUs switch to the
vacant channel witthe highest probability of being available@rding to the ON/OFF statistics. The

IEEE 802.22 network also switches channel proactively based on the ON/OFF statistics.

4.2.2 Mal-UsageDetection andUser Activity Modelling

The investigated area includes locations in a TVWS environment where the primacg $& not
available due to low local received signal quality, charasetérby the SINR value. In this case the
channel can be ut#éd for other purposes, e.g. for secondary usage by cognitive radios. For this case,
a moving cognitive radio is studieshd modelled, emphasig the role of the CM during the decision
process. The efficiency of the CM operation can be qualified by the statistics of theagal like the
number of erroneous channel usage that can be false positive or negative as \\i2845ke further

details.

Applying a geographical database thie SINR guaranteeing incumbsiservices, the gathered
location information of the opportunistic users can determine the possibility of the secondary usage of
whitespacs. This method requés a periodiposition update at the CM reported by the moving user.

As the exact location is unknown between two consecutive reports, the opportunistic user may violate
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SINR requirements of the primary system. The outcome of this model is the des@iptieneffect
of location sampling on the system conformance measured bysagé of the available resources.

This is a tool to detect the spectrum wmahge for mobile cognitive radio mTVWS system. The

signal quality and the opportunity for cognitiusage are modelled by a geographical database and
transmitter/receiver physical parameters. Key metrics of the performance are the ratio between the
modelled and real maisage of the spectrum. As the real {msdge can be measd only after a
(possible)matusage, this continuous KPI changes during the user movement. It can be given as a
probability or percentage value. Results using this tool for the detection of the opportunity in TVWS
can be found in [CsuEtal2012].

4.2.3 Statistical M odel for Spectrum Opportunities for Cognitive Radios

Probability and approximation theory has been used to quantify the number of spectrum opportunities.
A Probability Mass Function (PMF) is derived and shown to be computationally intensive. This model
therefore uses derived apgimate models likefor example, th€ampPaulson (CP) model.

From analysis and simulation, it can be seen that the proposed CP approximate model provides
accurate information and better approximation about spectrum opportunities for cognitive radsos and
far less computationigl intensive compared to the PMF model. Further details on this tool can be
found in [ArsEtal2011§

The accuracy fothis tool has been evaluated usisighulations. In particular, the binary idle/busy
occupancy pattern of a numbef channels have been generated independently, assuming
exponentially distributed period durations and considering various scenarios (all channels with a low
duty cycle, all channels with a high duty cycle, and all channels with arbitrary duty cyobs véth

some arbitrary variance). The state of all channels is then observed at various time instérgs and
PMF of the number of free channels is computed based on the simulation data. Three probability
distribution models (normal, Canfpaulson and Poieg) are compared in order to determine the
model that best fits the simulation data, based on the maximum absolute error (i.e., maximum absolute
difference between each model and the simulation data). The computational efficiency of each model
is also evalated in terms of the required computation time.

The accuracy of the considered modase beerevaluated in terms of the maximum absolute error
The obtained simulation results iRigure 4-1 indicate that the CapaPaulson based spectrum
opportunity model provides an accurate approximation (in terms of the maximum absolute error) to
the real PMF of the number of free channels in a band and with less computational complexity for
most of the scenarios.
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Figure 4-1 Absolute error of the considered models when the total number of channels in the
band is 20 and the duty cycle of each channel is high with very low variance.

4.3 PerformancePrediction Tools

These tools can be ed to predict the performance of a system, based on its current settings and
environment. These tools might therefore also be used in sation of parameters.

4.3.1 PHY Layer Abstraction

The main purpose of physical layéPHY) abstraction is to predict linlperformance of the
communication system based on a small number of measureable metrics. It can be applied for
simplified system performance evaluation and also for dynamic adaption of the parameters in order to
match the predefined performance limits. Rartdetails can be found in [D53].

The benefit of this tool is that fast system level evaluations can be performed without the raeed for
exhaustive search or detailed, extremely time consyniimglevel simulations within the system
level simulator.

The PHY abstraction tool was developed for FBMC so its performance can be compared to OFDM
and evaluated through this comparison. The performance can be evaluated through Monte Carlo
simulations using training and evaluation sets. The task of PHY layeaahst within the system

level simulation is to compose a simple technique that can compress a large set of parameters and
predict the final BLER of the communication link. The result is a MATLAB simulation tool that is
used to calculate the coefficienthish can be further used to map the SINR values with a given
channel profile to BLER performance.

4.3.2 Contention-Based MAC Optimisation

This tool allows for the performance of contentlmased MAC layers to be optigaid in terms of
throughput. This can be used saturated and nesaturated conditions. The model has been
demonstrated with IEEE 802.11 and ECM382 systems, providing insight into the effects of
different parameter settings.

A QoSMOS system is able to support multieio access technologidRAT). In order to select the
correct RAT to use it must be able to calculate the expected performance of each RAT and to optimise
its performance. This ability to consider contentii@sed RATS is of particular use when sharing a
channel with other contenticbased users.
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The typical output of this tool is to predict the throughput performance of a system. This can be
evaluated by comparing the calculated performance with actual measurements or simulations. The tool
also allows for a system to quickly optimigs parameters. In this case, the performance would be
evaluated as the optimised throughput achieved in comparison to the throughput achieved in the non
optimised system that uses default values.

More details about this model can be found in [MacEté22(QD53]. Resultsdemonstrate just how
greatly contentiofbased throughput performance canirhproved with only a smabet of operating
parameters. Results also show how optimising throughput not only improves throughput performance
but can also reducée level of aggregate interference caused by secondary systems contending for the
channel at the same time.

4.3.3 Effects on QoS ofCognitive-lncumbent Usersl nteraction

The effects on QoS due to the interaction of incumbent and opportunistic users has &stegatied
usinga Markovchain model [D53]. This tool assesses the QoS of both incumbent and opportunistic
users in the presence of inaccurate spectrum sendiegwork presents a continuetisie Markov
chainbased analytical framework for analysing therfprmance of cognitive radio networks. The
proposed model incorporates key elements such as-chaltinel support, handoff capability,
imperfect sensing as well as sta&pendent transition rates. Extensive Monte Carlo simulations have
been provided toalidate the accuracy of the proposed model.

The analytical model provides a tool for evaluating performance of cognitive radio networks using the
following performance metric&lescribed further below)1) Incumbent user termination probability

and blockng probability;(2) Opportunistic user success probability, blocking probability, as well as
forced termination probability3) Radio resource ut#ation.

The definitions for some of the performance me
performance include:

1 Incumbent user blocking probability This is defined as the probability that an arriving
incumbent user call will be blocked because all radio channels are occupied by incumbent
users.

1 Incumbent user termination probabilityThis is theprobability that an incumbent user call,
which has not been blocked initially, is terminated due to collisions with opportunistic users
because of misdetections.

1 Opportunistic user forced termination probabilityThis is the probability of dropping an
acive opportunistic user call due to the arrival of an incumbent user to a channel occupied by
an opportunistic user.

1 Opportunistic user successful probabilityoefined as the probability that an opportunistic
user call has completed the service and noyntetminated.

1 Opportunistic user blocking probability Defined as the probability that a newly arrived
opportunistic user connection request cannot be accepted due to insufficient radio resources or
the inability of the opportunistic user to find free cimels with a certain false alarm
probability.

4.3.4 SystemLevelSimulator

This tool is a sophisticated systdavel simulator with a detailed implementation of an LTE cellular
netwok incorporating an incumbent DT3ystem. The implementation of the LTE compdnisn
divided into three modules as shown kiigure4-2. The main module integrates general aspects such
as the cellular layout/deployment, mobility and traffic models, path loss models, shadow (slow) fading
models multipath (fast) fading models and antenna radiation patterns. A downlink module integrates
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aspects related to the downlink of the LTE system (scheduler, link adaptation, handover and other
radio resource management methods for the downlink). Finallyplmk module integrates similar
aspects related to the uplink. The incumbenfTBsystem is composed of a DTtransmitter at a
configurable distance from the LTE network and takes into account the intended coverage area and
operation conditions requiredybthe DTT receivers. The mutual interference between the LTE
network and the DT system and its impact on the final performance of both systems is implemented
as well. More details can be found in [D65] and [D66].

All of the models and simulation methodsplemented in this tool have been taken from appropriate
and weltknown references in the existing literature, where not only the models are described but also
validation results guaranteeing the realism and accuracy of such models are provided. Thiseguara
the realism and accuracy of the results obtained with this sophisticated simulation platform.

PLATFORM |

CellDeployment
i 2tiers with 19 cells
i 3sectors
i Wraparound
Path loss Model
i LoS free space
i COST231( Hata)
i TS 36.814
i TS 36.942V8.0.0
Antenna Patterns
i Omni i directional
i Berger antenna
i TS 36.942V8.0.0
Shadowing Model

DOWNLINK

TrafficModelling
1 Full Buffer
Scheduling
i Round Robin
i Proportional Fair
i MaxCll
SINR Averaging
i Exponential Effective
SINR Mapping (EESM)
1 Mutual Information
Effective SINR
Mapping (MIESM)
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Figure 4-2 The three modules of the LTE implementation of the simulator

This tool is employed to determiney means of system level simulations, the conditions under which
the uplink component of an LTE system and a TV systentoerist in the same TV spectrum. This
canprovide useful conclusions and guidelines that can be exploited in spectrum manageement wh
deciding on the selection of TV bands for opportunistic operation of the LTE uplink component.

4.3.5 Model Based onM easurements

Measurements have been collected in the ISM, GSM and UMTS bands. These measurements can be
used, not only to charactsgi the ocapancy of the bands, but also to validate or tune sensing
algorithms[TanEtal2012]

Occupancy results on ISM bands based on power measurements have been compared with the access
point logs taken from the public access network of Oulu (panOULU) during eek.Whe results

showed that there is a very good agreement with the actual WLAN activity logs. The slight deviation
from the logs may be due to nrpanOULU WLAN traffic, nontraffic beacon signals and other
interferexce These measurements allow for thenihg and validation of the energy detection
algorithm developed. [LehEtal2012b]

Measurements wer@soperformed on albf the EGSM and GSM800 bands during 24hours in order
to compare the spectrum occupancy (the percentage of spectrum band used)tvaitfictbecupancy
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(the amount of traffic in the bands that a UE could use at the measurement point). The difference
between spectrum occupancy and traffic occupancy can be quite large (46% versus 0% during night
times). This is mainly due to the broadcaebannels that are always used. Frequency hopping also
increases this difference. It means that the network planning used by an operator can drastically
change spectrum occupancy for a fixed amount of traffic. It also highlights the fact that for some
RATS, the spectrum occupancy is not the right metric to compute.
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5  System Performance Evaluation

The technical solutions developed to addrdse QoSMOS objectives, (mostoS management

within an opportunistic system, mobilitygport and incumbent proteatipwhich were presented in
chapter3, have been evaluated in order to assess their perfoenaand providejuantitative evidence

of the gains and benefits derived from the QoSMOS solutions. This section pthseimsal version

of the metics used in the different woplackages to evaluate the performance of the developed
solutions and provides an overview of the most representative performance results of the QoSMOS
solutions.While these resultsffer illustraive examplesreference are givenwhen appropriate, to
showwhere further evaluation results can be found.

5.1 PerformanceMetrics

Various evaluation criteria and performance metrics have been used to assess the gains and benefits of
the QoSMOS solutions imstigated in the diffent worlpackages. These criteria and metrics have

been designed in such a way that the overall performance of the QoSMOS system is fairly and
consistently assessed on a technical basis (the evaluation of the QoSMOS solutiongpedthtaes

costs is out of the scope of this document but a detailed analysis can be found in [D16]).

A list of performance metrics was provided in Section 5.2 of [D23], cassgbiinto Spectrum
Utili sation Metrics (SUM) and Service Performance Metrics (SP8JMs quantify how well and
efficiently a particular solution can exploit a spectrum hole (i.e. an unused spectrum resource defined
in frequency, time and space). Some examples of SUMs are (see [D23] for details):
1 Spectrum efficiency.
Overhead.
Frequencyeselection time.
Sensing performance.
Air interface flexibility.
Spectrum information latency/timeliness (from sensors and/or databases).
i Operator fairness.

= =4 -4 —a -

On the other hand, SPMs evaluate the ability of a solution to fulfil the user requirements and
expectations in terms of the experienced Quality of Service (Qo0S) under given constraints. Some
examples of SPMs are (see [D23] for details):
1 User throughput.
Endto-end delay.
Grade of Service (GoS).
User fairness.
Probability of a blocked/dropped session.
Probability of a handover failure.

=a =4 —a —a -

In addition to the SUM/SPM classification above, and following the classification proposed in
[ZhaEtal2009], a list of complementary metrics was provided in Section 8.4 of [D23]:

I. Situation (context) awareness capability.
o Distortion of the sensed information.
Incorrect opportunity detection.
Location accuracy and availability at various environments.
Awareness of receiver operation characteristics.

0
0
0
0 Spectrum sensing time.

40



QoSMOS D2.4

Mobility and trajectory awareness.
Radio channel contion awareness.
Energy efficiency awareness.
Context awareness.
Network topology awareness.
0 Awareness of the adaptation capabilities of other nodes or parts of the network.
[l. Adaptation/transmission capability.
0 Transmission adaptability.
0 Routing protocol adatability.
0 Topology adaptability.
0 Average response time to network changes.
lll. Efficiency of the decision making, planning and learning processes.
0 Reasoning capability.
o Decision making algorithm convergence time.
IV. Performance of the cognitive radio system.

O O O O o

0 Reliability.
o Delay in response to system requests.
V. Complexity.

o Signal processing requirement.
o Signalling loads.

The metrics listed above provide a detailed framework for the performance evaluation of the solutions
integrating the QoSMOS system. These metticayever, may accept slightly different definitions
depending on the context and particular considerations. Since a rather general definition was provided
in [D23] for the presented metricBable5-1 provides a precise definitidor some selected metrics as

used in the evaluation of the QoSMOS solutions. For each performance iregbtes-1 specifies the

metric name, its description, a unique identifier (for future references throughout this doctineent),
units of the metric, and the classification of the metric according to the criteria followed in [D23], as
summarsed above, to show how the metrics defined in WP2 are aligned with the metrics employed in
workpackage WP3 toWP6. While the list inTable5-1 is not necessarily exhaustive (i.e., a wider set

of performance metrics were actually analysed when evaluating the performance of the QoSMOS
solutions), the presented list provides a sufficiently comprehensive set of pertarmetrics capable

to illustrate in a quantitative way the main merits of the QoSMOS solutions. It is also important to
mention that each QoSMOS solution is aimed at improving the performance of a particular aspect of
the QOSMOS system. The same aspéthe system performance can frequently be evaluated based
on several metrics that provide alternative ways to quantify the performance improvement of the same
particular aspect, but show a similar trend and therefore provide redundant information.sFor thi
reason, the assessment of a particular aspect of the system performance does not require the evaluation
of every possible metric and, in fact, a single metric, or a reduced set afsnetay often suffice to
numerically assesghe aspect under evaluati and provide quantitative evidence of the benefits
obtained with the evaluated solution. Therefore, the gains and benefits of the QoSMOS solutions are
illustrated based on a selected set of performance metrics, which are presefilei®-1.
Appropriate references to other deliverables and published documents where a more detailed
performance evaluation is available, including some additional metrics, are provided where applicable.
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Table 5-1 List of selected metrics employed in the evaluation of the QoSMOS solutiorihe
classification is explained in the text

Classificati
on

Metric ID Metric Name Description

Total number of bits correctly received p

_—
time unit bit-s SPM, IV

Thr Throughput

Quotient between the number of b
incorrectly received over a predefined tin
BER Bit error rate interval and the total number of bi| Dimensionless| SPM,IV
transmitted (correctly or incorrectly) over th
same predefined time interval

Quotient between the number of data blo

Block error rate incorrectly received over a predefined tin

BLER interval and the total number of data blod Dimensionless SPM, IV
(BLER) ; )

transmitted (correctly or incorrectly) over th

same predefined time interval

Numerical value provided by a predefin
mathematical utility function used to quanti
the benefit of incumbent/opportunist
transmissions

Ret Return Dimensionless SPM, IV

Ris Risk Variance of the return Dimensionless SPM, IV

Numerical return value divided by either t
bandwidth employed for such transmissi 4
(bandwidth normatiation) or the total Hz" or
number of transmitted bits per time unit &l (pjt.s7).Hz!
bandwidth (spectrum efficienc
normalsation)

NRet Normalisedreturn SPM, IV

Numerical risk value divided by either th
bandwidth employed for such transmissi _1
(bandwidth normatiation) or the total Hz" or
number of transmitted bits per time unit al  (pjt.s%).Hz*
bandwidth (spectrum efficienc
normalsation)

NRis Normalised risk SPM, IV

Computational

CcC .
complexity

Number ofcalculations Natural number SPM, V

Probability/rate of new incoming connectig
(service requestpeing rejected within the Dimensionless| SPM, IV
system (i.e., blocked)

Connection blocking

CBR
rate

Probability/rate  of already establishg
Comection dropping| communications being terminated

rate unexpectedly (i.e., interrupted prematurel
whatever the cause

CDR Dimensionless SPM, IV

NLoad Normalised load Ratio of the number of active users to { Dimensionless SUM, Il
total nuniber of supported users

Number of spectrum resources (i.e., chann
used for the transmission(s) of a predefirl Natural number| SUM, Il
set of users

Spectrum resource

SRC :
consumption
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Capacity of a cellexpressed in terms of th
total number of bits correctly transmitted p
CoutC Cell outage capacity| time unit and per bandwidth unit, when t|  (bit-s%)-Hz* SUM, IV
number of users in outage is equal to
predefined target value
Opportunistic Number ofincumbent channels available f
OpChA channel availability | opportunistic transmissions Natural number|  SUM, Il
. Probability to select from a given spectry
PBCS Probability of bgst portfolio the besskuited channel to meet a 5§ Dimensionlas SUM, |
channel selection -
of particular user needs
Amount of energy consumed by a giv
EComp Energy consumption| terminal, set of terminals or other netwo Joule SUM, IV
elements
Maximum transmission power for &
ATxPow Allowable transmit opportunistic transmission that guarantee mW or dBm SUM, I
power precefined interference target to fth
incumbent system
Int Interference UndeS|red_S|gnaI power from opportunis mW or dBm SUM.II
users received at a primary receiver
ACLR AdLJ:gE;tecgzggel Ratio of the transmitted poweo the power dB SUM. Il
J in the adjacent radio channel. :
(ACLR)
Peakto-average Ratio of the peak power of a signal to its Fo
PAPR power ratio (PAPR) | mean square (RMS) value dB SUM. I
RMSE of Rootmeansquare error of the msured
RMSE_Int interference interference with respect to the rg dB SUM, |
measurement interference
Standard deviation o] Standard deviation of the absolute differer
STD_Int interference (error) between the measured interference dB SUM, |
measurement error| the real interference levels
Difference between an original referen
Notch Notch depth signal and a version of the 5|gnatenuat¢d dB SUM, Il
over a specific range of predefing
frequencies
NSSL Ngtworl_< sensing l\_lumbe_r of sensing reports per user and <l SUM., V
signalling load time unit
. Probability that a signal detection meth
Probability of - . . .
Pd . declares an incumbent signal to be presery Dimensionless SUM, |
detection . )
a sensed channel when it actually is preser|
Probability of false Probability that a sighadetection methog
Pfa y declares an incumbent signal to be preserl Dimensionless SUM, |
alarm .
a sensed channel when it is not present
Time period elapsed between the detectio
Channel move time | " incumbent user transmission in
CMT incumbent channelsed by an opportunisti S SUM, Il
(CMT) ; :
user, and the time instant when t
opportunistic user vacates the channel
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5.2 PerformanceResults

This section summases the assessment method and metrics consideredhe performance
evaluation of each QoSMOS technisalution and shows several performance results illustrating the
gains and benefits derived from the solutions integrating the QoSMOS system. The performance
metrics analysed in each case aredoitéth their corresponding ID froffiable5-1 between brackets.

5.2.1 Performance of Solutions for the Cognitive Manager for Spectrum Management
5.2.1.1Cognitive Spectrum Management byJoint Energy and Spectrum Control

Evaluation Procedure andM etrics

The maximum achievable rate in a femtocell is afGdily evaluated within a given outage
probability when limiting the interference at the nearest victim, caused by the networked femtocells.
The main considered performance evaluation metric is the cell outage ca@@ityC( and the
analytical results arconfirmed by means of systdavel simulations.

Results

Consider the cellular extension the cognitive femtocell scenarié-or simulatios, a femtocell
deployment is considered in a 5x5 grid layout of geographical environment such as, for example,
entgprise environments. Here, both penetration and propagation losses are in line with 3GPP
deployment parameters. On this layout, theclsannel deployment of femtocells is considered,
where each intends to access the radio spectrum licensed to the macrocell

It can be found irFigure 5-1 that for a given number of suthannelsthe proposed QoSMOS
approachbenefis froma higher outage capacity without requestiny axtra energy usage in a
femtocell. Particularly,it can beshown in this figure that the outage capac#tyan increasing
function of the number of suthannels available. Also, it is illustrated in this figure thate are
multiple discrete regionswherethe outage capacitig maximsed only by a sulet of n active
subchannels. For example, when 4 stltannels per FUE are available, activating only 2 out of 4
subchannels improves the outage capacity by about 2.5 bit/s/Hz/cell, as compared to the case
when activating 4 subhannels.

......Fﬁ.?‘..Eegiamé:.iem........ _
; n|=2 achieves _,jr Rs ol e— A5

the maximur er

-...| == Propased power salection, a fixed n|=l .
=)= Proposed power selection, a fixed n|=2
=
=H=Froposed power selection, a fixed n=6

__| mifpmPropased power selection, a fixed n

Outage capacity at a femtocell (bps/Hz/cell)

oal__| i i i i i i i i
2 4 6 8 10 12 14 16 18 20
Number of sub-channels available per femiocell user

Figure 5-1 Impact of activating a subset of all subchannels on the outage capacity
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Distributive Self-Learning SON
Evaluation Procedure andM etrics

This QoSMOSsolution has been evaluated gigstem simulation studies. &ldeveloped distributive
selflearning approachas beeproven and validated, its characteristics have been analyseis
performance has been assessed. The main performance metrics employed in the evaluation process are
the throughputThr), the averge user qualitypf-service in terms of the average user data QES(

and the energy consumptioBGomyp), which are analysed for cell areas as well as combined ones for
larger local areas. Concretely, a combined metric is used as ansaptomitargetwhich is defined

based on the above mentioned metridasric = Thr + QoSi EComp Within the SON algorithm,

which compares different configuration options, all metoatributions are normatd to prevent the
SONtechnique from being affected bgll-specific aspects such as size or traffic load.

Results

The obtained simulation results validate this approach and indicate that it behaves and performs
correctly, that the cognitive nodes adapt themselves in deseifing way to the current situationdan
constraints in a very fast way by means of pure offline calculations without the need to carry out
mobile measurements. This solution is a generic approach that can be transferred to all kinds of
cellular networks with distributed decisiomaking entities and some kind of interactions or couplings.
Detailed simulation results are available in [D67].

5.2.1.2Portfolio optimi sation
Evaluation Procedure andM etrics

The gains and benefits of this Q0SMOS solution have been evaluated based on capacity and economic
performance metrics such as risk and return. The set of metrics considered in this study tinelude
average throughputThr) of primary aad secondary user transmissions; theerage number of
spectrum resourcesSRG allocated for primary red secondary usetransmissions; theaverage
interference from secondary to primary usémg)(thenormalised load NLoad; theaverage riskRis)
normalsed per hertz or per transmitted itdz of spectrum in primary and/or secondary transmission;
theaverage returnRe) normalsed per hertz or per transmitted ®itiz of spectrum in primary afudt
secondary transmissipandtheaverage return to average risk ratio.

Results

In the testing scenario proposed with two WiMAX networks, it was observed that an optimum value
of the parameter that measures the balance between return and risk in tiobjectitre function can

also lead to maximum throughput in the Pareto solution if one of the frequency bands (primary
transmission) haa higher return ath also lowerrisk thanthe other frequency bands (secondary or
opportunistic transmission). This also means that despite not using realistic values of return and risk,
the results obtained for this solution give an indication of the range of values that provide optimum
performare of the opportunistic cognitive radio netwolfkirther results are shown in [SamEtal2012]

and [SamEtal2013].

5.2.2 Performance of Solutions for the Cognitive Manager for Resource Management
5.2.2.1Cognitive AccesControl and channel selection

Evaluation Procedure ard Metrics

The performance of cognitive access confoAC) solutions forthe cellular extension scenario and

the cognitivead hocnetworkscenarichave been evaluated by means of sydtral simulations. For

the cellular extension scenario, the proposadtion has been evaluated based on the implementation

of anLTE system simulator model, encompassing several base stations operating in an urban area and
controlling for each of them three different sectors and a set of user equipment deployed umformly

the simulated region, moving akf/h according ta straightdirection, randomly defined. For the
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cognitive ad hocnetwork scenarig appropriate simulation models have been implemented as well.
The objective of the analysis is to characterise the implathe incumbent apparition on the system
performance and to quantify the benefits of the cognitive access control algorithm. In particular, key
references are first generated by configuring the simulator to operate with no incumbent users. Then,
the apprition of incumbent users is enabled and its impact on the system performance is evaluated.
Finally, cognitive access control algorithms are also activated to evaluateapaaity to mitigate the
impactof incumbent users. The performance of the QoSMQgitive access control solutions have

been assessed based on the connection blockin@i &nd the connection dropping ra@R).

The performance of channel selection algorithms have been evaluated by means ofesgstem
simulations. Besides th&ystem performance itself, other aspects analysed in the study inicude
reactivity of opportunistic networks to the apparition of incumbent users or to mutual interference of
opportunistic cognitive ad hoc networks along with the verification thatroppstic cognitive ad hoc
networks do not impact the performance of incumbent users. The main performance metrics analysed
in the evaluation of channel selection algorithms are the probability of selecting the best operating
channel in the portfolio to ne¢ the needs of the opportunistic cognitive ad hoc network in terms of
traffic demands®BCS, the throughputThr) of both the opportunistic cognitive ad hoc network and

the incumbent network, and the reactivity of the system, in terms of freeing acHiswitime of the
operating channel, to the apparition of incumbent users and to mutual interference among cognitive ad
hoc networksCMT).

Results

For acellular extension scenario ahLTE network,Figure5-2 [D53] shows the aanection dropping

rate CDR) in absence of incumbents (circle marks, blue colour) and with no cognitive access control
(CAC off, triangle marks, red colour), both used as a reference. These are contrasted with the curves
illustrating the performance of agnitive access control for the cellular extension in th&espace
scenario (LTE). Two options are shown, a reactive mode (square marks, green colour) and a
preventive modg(diamond marks, violet colour). The benefits of the predictive mode are vidilele
observing theCDR and the connection blocking rategR) in time, sed-igure 5-3. The effects of the
prediction window size have also been investigated in [D53].

CDR (%) CDR when incumbent covers 1 sector Legend
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Figure 5-2 CDR vs. incumbent bandwidth size
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Figure 5-3 CDR/CBR vs. time, with CAC off (above) and with CAC in preventive mode (below)

For a cognitivead hoc network scenaridsigure 5-4 shows the probability that thk-th channel
identified by the channel selection algorithm gives the best networkraenfor the active traffic
links. The channel selection and acquisition algorithm is used inthetlevent ofincumbent user
protectionand for the cognitive ad hoc network coexistence scenario. The channel selection algorithm
permits the selection of tHeestsuitedoperating channel for active traffic links, while the channel
acquisition protocol allows the reduction and condtesolution of operating channels among
cognitive ad hoc networks.
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Figure 5-4 Probability of best channel selection
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Figure5-5 shows the achieved sum throughput of an inemhland an opportunistic cognitive ad hoc
network subject to temporary mutual interference. It can be observed that immediately at the
beginning of the interference phase the throughput of the cognitive networks deeply decreases, while
the throughput of # incumbent network remains unchanged. The decrease is because as soon as the
nodes of the cognitive ad hoc network sense the presence of the incumbent users they stop transmitting
data to not interferavith the incumbent network. The cogime ad hoc netark then changethe
operating channel and restores the data transfers. These results show the efficiency of the incumbent
user protection mechanism.

Sum rate of primary and cognitive networks

Sum rate in Kbits/s

y —— Primary network
i o
Interference phase — —Cognitive network

i I i | | I I | | \
0 10 il 30 40 50 B0 70 80 0 100

Time in seconds

Figure 5-5 Sum throughput of incumbent and opportunistic cognitive ad hoc network.

The performance evaluation of this solution in the cellular extension in TVWS scenario showed
similar trends and results. In padlar, it was observed th#te incumbent apparition has a major
impact on the system performar(tieis has been highlighted wilBRCDR observation), both on the

QoS and mobility aspects. The benefits of the proposed solution were shown by reducing/cancelling
the observed impacts thanks to the prediction of the incumbent apparition. Moreover litieofjua
experience for acced® the service is preserved in comparison to conventional networks. More
detailed results for this scenario can be founsertion 4.1.6 off D53].

The proposed solution enhances the access control mechanism deployed imtiaasvaetworks

with cognitive abilities in order to control the
proved the capacity of the algorithm to cancel these impacts and to contribute to the preservation of

the user mobility within thegportunistic system.

5.2.2.2Transmit Power Control
Evaluation Procedure and Metrics

The performance of the QoSMOS tsamt power control solutions haugeen evaluated based on
simulations of the developed algorithms in various operating scenarios such as eoapuhithoc
networks, cognitive femtocells anzellular extension in TVWS. The main metrics evaluated in the
analysis are the interference level to the incumbent sydtgjrafd the capacity of the opportunistic
systems in terms of the supported number gfoofunistic usersNLoad or the allowable transmit
power for the opportunistic systed®y{xPow).

Results

The obtained results indicate that the interference threshold level at the incumbent system is never
violated using the proposed distributed power i@ralgorithms. Also, the distributed user selection
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mechanism selects and removes users based on their individual outage based criterion, leading to an
increased number of supported users in cognitive ad hoc networks.

In cognitive femtocells, the introdtion of an interference reduction capability at the micro base
station using the developed power control algorithms, gradually reduces downlink transmit power
from femtocell access points by reading the-directional downlink broadcast channel informatio

from the micro base station. Also, the proposed resource allocation scheme outperforms the random
resource allocation schemes, thus leading to a significant capacity increase in tdrenawhber of
supported users.

Moreover, transmit power control memnisms that compute the allowable transmit power based on
interference monitoring methods are able to provide appreciable capacity improvements with respect
to the computation of the allowable transmit power based oiogation databases.

5.2.2.30ptimi sed QoSProvisioning Under Spectrum M obility
Evaluation Procedure and Metrics

The performance of this QoSMOS solution has been evaluated dnysmoé simulations, considering

the spectrum ut#ation or spectrum resource consumptig8RG and blocking probability dr
opportunistic usersOBR), as well as revenue. The performance of the developed decision process is
compared with statef-the-art thresholebased channel reservation schemes: thredtaddd channel
reservation scheme without bandwidth adaptationrfiedeasThreshold_maxBA ), thresholebased
channel reservation scheme with bandwidth adaptation (referréchrashold_aBA ), and the
optimal strategy based on the SMDP but without bandwidth adaptation (refeB&tDés maxBA

Results

It has been shown [[3 that the proposed strategy outperforms sttehe-art thresholebased
channel reservation schemes. Using a ddarkov decision process [D58 make optimal decisions
for each opportunistic system maxseé the longerm network revenue as a functioh spectrum
utilisation Figure5-6) and the opportunistic locking probabilityiGure5-7).

£

=

©

@

Q.

w

pe;

(o]

N

5

@

o

©

5]

= —&— Threshold_maxBA
—+— Threshold_aBA
—%— SMDP_maxBA
—w— SMDP_aBA

0.5

0.02 0.04 0.06 0.08 0.1
Arrival rate of IlUs

Figure 5-6 Average utilised spectrum vs. arrival rate of Us.
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Figure 5-7 Blocking probability of OUs vs. arrival rate of |Us.

5.2.3 Performance of Solutions for Spectrum Sensing

5.2.3.1Performance of Solutions for Local Spectrum Sensing
5.2.3.1.1Fast and Reliable Signal Detection with Background Process for Noise Estimation

Evaluation Procedure and Metrics

The performance of this QoSMOS solution has been evaluated by simulating its probability of
detection Pd) as a function of the Sign&d-Noise Ratio (8IR) and comparing to that attained by the
classic energy detection method.

Results

The obtained simulation results indicate that the detection probaBitjyof the new sensing method
is almost the same as for a perfect energy detection scenario withieatuncertainty (se€igure
5-8). More detailed results can be found in [D33] and [PanEtal2011].
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Figure 5-8 Probability of detection for the fast and reliable signal detection method with
background process for noise estimation as a function of the SNR.
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5.2.3.1.2mproved Signal Detection for PMSE
Evaluation Procedure and Metrics

The performance of this QoSMOS solution has been evaluated by simuitstiprobability of
detectionasa function of the SNRind comparing to that attained by several detectors.

Results

The obtained simulation results indicate that the new spectrum sensing method is able to provide
appreciable detection performance improvements with respechéo ference spectrum sensing
algorithms (se€&igure 5-9). Detailed results can be found in [GauEtal2010] and [GauEtal2012].
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Figure 5-9 Probability of detection asa function of the SNR for the TeageiKaiser detector and
other reference detection methods.

5.2.3.1.3Two-Stage Hybrid Signal Detection
Evaluation Procedure and Metrics

The performance of this QoSMOS solution has been evaluated by simuitstiprobability of
detectionon OFDM and RISE signals as a functioof the SNRand comparing to that attained by the
classic energy detection and cyclostationary detection methods.

Results

The obtained simulation results indicate tthas new hybrid sensing method results imienproved
detection performance in term$ the probability of detectianEnergy detection has a low sample
complexity compared to cyclostationary detection (i.e., a lower number of signal samples are required
for the same detection performance) but isergusceptible to noise uncertainty. The hybrid detector

is a good compromise when energy detection noise uncertainty cannot be estimated. Detailed results
can be found in [D33].

5.2.3.1.4Generalised Higher-Order Cyclostationary Feature Detector
Evaluation Procedue and Metrics

The performance of this QoSMOS solution has been evaluated by simulating its probability of
detection Pd) as a function of the Sign&d-Noise Ratio (SNR). The evaluation also consisted in
representing the Cyclostationary Autocorrelatiométions (CAF) of orders 2 and 4 (CAF2 and
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CAF4, respectively) and computing the detection probability for differentofbfiactors. The
detection performance of thé-érder cyclostationary detector (CD4) versus SNR was compared to
that attained by th2"-order cyclostationary detector (CD2) versus SNR (i.e., state of the art).

Results

The CD4 method may outperform the CD2 method only for PMSE (but not for OFDM) transmissions,
and only when shaping functions (e.g., RRC) are used. Detailed resultsadadlavin [D33] and
[D35].

5.2.3.1.5Modified FCME Algorithm
Evaluation Procedure and Metrics

The performance of this QoSMOS solution has been evaluated by simuitstiprobability of
detection (Pd) and false alarmRfa) of malicious users (i.e., the percentagfe malicious users
correctly/incorrectly detected in the system) as a function of the fraction of malicious users present in
the system.

Results

The obtaned simulation results indicatbat the modified FCME algorithm is able to reliably detect

the presece of malicious opportunistic users. For example, when there were at least 12 secondary
user s and at | east 20 consecutive decisions, t |
malicious users in about 95% ofases unti | t he feaslcover ynare tlan 8% ofma | i c |
the secondary users (degure5-10). More detailed results can be found\ar2012].

Figure 5-10 Probability of detection and false #éarm of the modified FCME algorithm as a
function of the ratio of malicious opportunistic users

5.2.3.1.6Robust spectrumSensingBased onStatistical Tests
Evaluation Procedure and Metrics

The performance of this QoSMOS solution has been evaluated by simutatiprobability of
detection and probability of false alarfar various operation points of the Receiver Operating
Characteristic (ROC) and comparing it to the ROC of the classical energy detector and the Anderson
Darling detector recently proposed in therature.
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