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Executive Summary

This deliverable provides a description of cognitive and opportunistictitns of the spectrum
management framework. tiuilds ondeliverable[D6.3] initially defining scope, goals and limits of
cognitive functions within the framework, and is complemented by delivejiabld] elaboraing on
trust, security, privacy and reliability and robustness of cognitive capacity. This deliveoablades
the description and specification of cognitive functions and-leathing capabilities of the
framework.

Starting from the QoSMOS reffience mdel as specified by deliverabl@s2.1], [D2.2] and[D2.3]

and elaborating further on the reference model of the Cognitive Mah&gectrum Manager (CM

SM) an informal specificatiomof internalfunctional entities of the CMBM and their interaction in a
distributed environment is given. This description respects the QoSMOS scenarios as specified in
[D1.2] and thus also provides a discussion on realization options for somficspeenariosand on
performance issuedhis discussion will be concluded in the upcoming deliverables (3héctrum
management framework integration and implementation repod D6.7 [ntegrated final functional
specification of spectrum managememiniework and procedunes

The informal specifications given include an architectural view of interactingSGMentities, their
individual functional capacities foreseen, and th@nost simplified)interaction on the interface
protocol level. Background tiils on functions and algorithms are provided by a number of annexes
for better understanding the approach taken and to realize the complexity of cognitive spectrum
managemernin the context of QoSMQS

The discussion of the CI8M architectural model, itRunctional entities and their interaction in this
deliverable first presents the roles and functions of the various repositories storing and acting upon
policies and spectrum portfolios. Next the domain model comprising coexistence, coordination and
netwaking scopes is introduced. Functional entities thesdiscussed within their specific allocation

to a domain while elaboration on functions provided to other domains and functions required from
these Different configuration options are discusse¢hich allows targetingthe specific requirements

of each of thevarious QoSMOScenarios.

Although formal specifications of interface primitives and message formats have been prepared up to a
level required for a proof of concept with respect to the most impbftinctions of the CMsM, they

have not yet been included hekéessage sequence charts provided as an example itethisrable

are derived and simplified from theaed are currently tested in a reference implementation

8/74
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1 Introduction
1.1 Scope and Obgctives

This deliverableconcludesthe description of cognitive and opportunistic functions of the spectrum
management framework. It grounds upon deliver@ib&3] initially defining scope, goals and limits

of cognitive functions withi the framework, and is complemented by deliver@ib&4] elaborating

on trust, security, privacy and reliability and robustnefscognitive capacity This deliverable
provides adescription andnformal specification of cognitive fustions and selfearning capabilities

of the framework.

The descriptiorand specifications based on the functional decomposition of the-EM (Cognitive
Managefi Spectrum Managergference modeivhich provides a ctocation model for the cognitive
functionsstudied Hencecognitivefunctiors are describeth the contexthey areused within andin
their interaction ina distributed environmenfThe latteris detailed further in the scope of interfaces
involved in the exchange of context and contrdbimation between distributed instangeshich is
complementing the interaction through a shared environment as addressed edié:3pyand
[D2.3].

1.2 Organization of the document

This document is organized int® main partand a number of annexes discussing further the
approaches considered for realising the cognitive and opportunistic functionsdistriauted
CognitiveManageri Spectrum Manager (CANSM):

First, an overview of the generic interaction between QoSMQ@ynitive managers (GiAM and CM
RM) and interfaces involved is givelThe decomposition of the QoSMOS cognitive spectrum
manager (CMSM) into its internal functional modules and related interfaces is presgnewy a
concise picture of the CNBM refaence model as discussed in the scopf6t2] and[D2.2] here
focusing on the cognitive capacity of the €3W.

Next, an informal specification ofthe cognitive capacityof the CMSM with respectto functional
modules given by the reference model and the role of related interizcegell as the exchange of
information across these interfaces is elaborated upon with more detail.

The specification first details the databases of spectrum portfolios and spectruraspdheir
functional role in the context of the GBIM architecture, their internal functionality and the content
they manageln particular, functionality that goes beyond mere database functionality is elaborated in
more detalil.

The cognitive spectrum magement functionality ctocated with coordination and networking
domain is presented next. This specification considers interaction between entities of the two domains
within and across domaindn that it considers the main QoSMOS scenarios regardiriglacel
femtocell and aghoc configurations with respect to their impact on the cognitive deeaisaking
functions and strategies, context considered and output produced.

Further detail on the concepts, approaches and solusgmevided inthe Annex which forms the
grounds for specifications given likis documentand helps to picture the intricacies only briefly
addressed in the scope of specifying functions and interfaces

The document concludes by providing a brief summary and outlook towards aofycmofcept
realizationtouching the issue of performance metrics and testing and assessntieatcognitive
functionsof the QoSMOS CMSM.

974
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2 Functional Decomposition of the CMSM Reference Model

The QoSMOS CMsSM reference model describes the topology amtttionality of the QoSMOS
cognitive spectrum management system. The architecture is kept modular to suit the scenarios defined,
allowing for future expansions to support upcoming licensed and liexesapt radio and network
technologies.

A functional decomposition of the reference model is showrFlgure2-1, providing an overview of

the relation between QoSMOS functional entities distributed to coexisting networks for the scenarios
specified. Coexistence hearefers to coexistence between cellular (wéglea and femtocebased) and
ad-hoc network applications.

The reference model defines different domains dedicated to providing functions to support coexistence
in shared spectrum (coexistence domain), coorlidigpdtetween shared spectrum users (and between
networks of those, considering also coordination with networks following a different architectural
approach), and managing infrastructures of wireless communication systems (networking domain) as
well as wirekss access networks and -@ydtems (terminating domain). Thus, domains have co
location, functional, topology and stakeholder aspects.

Extensibility of the system is maintained through distributing few functional entities across those
domains, which detarines the functions that must be provided by the specific functional entity
regarding their role and capacity. Spectrum portfolio repositories, for example, may serve a dedicated
stakeholder (e.g. a regulator, certification authority, operator) or mag ssra dedicated function
(e.g. as a |l ocal spectrum pool or as a spectrum
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Figure 2-1: QoSMOS reference model of the CVMSM
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Extensibility of the system is alsnaintained through wellefined logical interfaces between entities

and domains. Two distinct types of interfaces must be considered here: Interfaces between functional
entities and the Adaptation Layer (AL) and Interfaces between functional entitiesdothisient is
focusing on the functional entities of the €3M reference model arthe interfaces between those
functional entities. The AL is described in more detail in Delivergiid@sl] and[D2.2] i Figure2-2

is emphasizing on thistructure
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Figure 2-2: Interfaces between coexistence and coordination domain entities over adaptation
layer
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3 Overview of CM-SM and CM-RM collaboration

3.1 Introduction

The QoSMOS system architecturas (documented and specified[Di1.2], [D2.1], [D2.2], [D2.3])

defines two main cognitive entities: the @M mainly acting as a radio resource manager, and the
CM-SM focusing ondynamic spectrum managemeiihe CMRM is operating with knowledge
obtained from spectrum sensing drain the state of the wireless access system (i.e. the entities of the
terminating domain and the networking domain)s able to respond to state changes and resource
requests within a short timeframe. The & operates on knowledge about spectrum utibzati
spectrum efficiency and spectrum availability. As a dynamic spectrum management system it is
responding within a much larger timeframe than the- RM.

Although no experimental results are available yet it is reasonable to assume that-Rid @\

opegate in the sud00ms range, while the GE&M will show daracteristic response times of
100ns é5s ( net wor ki6lsg(codinatianidonjain) ahd abovenin. up to days or
weeks (coexistence domaifhese figuregsurrentlyareguestimateslerived fom simulations and are

up to be confirmedoy proofof-concept experimentsor example,ri a hypothetical scenarighich
comprises of fixed users (incumbents) amdbile users (opportunistic users) in the same UHF
frequency bandthe CM-SM is responsibledr control of thespectrum allocation and the GRM is
guaranteeing operation of the incumbents by collecting, storing and processing information and
performing decision processes on the spectrum usage of the opportunisticGigens thatan
opportunistt user moves with the speed of 60 km/h and the simulation area has the size of 35*35 km
with 4 transmitters for incumbents, thenl minutejoint CM-RM and CMSM regonse time is
sufficient formalusage detectioand reaction (e.g. by revoking a spectmiontfolio). Further results

will be addresses in upcoming deliverabd& 6 and D6.7.

The CMSM thusrelies upon context information provided by the /W and responds to requests
of the CMRM to provide an amount of spectrum for consideration in radimures management. In
the general case, a GBM responds to spectrum requests by multiple-RMs and is responsible to
optimize the deployment of spectrum to multiple radio access systems.

Hence, the CMRM is a resource management entity focusing orirttreediate demand of wireless
access systems for spectrum resources, while theSRIMs planning spectrum utilization across
wireless access systems immediately regarding the policies given by stakeholders such as operators,
regulators and spectrum traders.

In the following, a short overview of the interaction between-£M and CMRM is given.

3.2 CM-SM to CM-RM interworking

Figure 3-1 depicts the interworking between C&M and CMRM: The CMRM manages spectrum

and radio rsources close to the physical layer on a comparatively short time scale. In a cellular
network the CMRM could be close to the cell resource scheduler, for example, having access to
detailed short term information about the current situation in the cehat the CMRM manages and
operates within the spectrum resources and associated constraints given by the spectrum portfolio
allotted by a collaborating CMM (cf. e.g. sectd).

The CMSM is composing a spectrum portfoliosea on context information obtained (among other
sources) from the CANRM in response to a spectrum resource request issued by tHRMCMhe
spectrum portfolio deployed in response to such a request provides information about frequency bands
for disposal ® the CMRM along with usage constraints (e.g. in form of policies) regarding, for
example, acceptable transmission power and adjacent band emission limits.

The CMSM obtains averaged, filtered context information from the-RM and takes into account
external constraints such as infaxtion from spectrum sensing ore@ocation databases when
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composing a spectrum portfolio. Decisioraking in the scope of the GBM in consequence
operates on a much longer term than theRM. For a cellular network CMBM could be related to a
SelfOrganizing Network (SON) entity, or to an Operation and Maintenance (O&M) centre, for
example.

The CM-RM operates close to the actual resource assignment of thectadioel, such as the cell
resource scheduleonatime scaleof millisecondgypically in the range o& few to 10éns. The CM

SM operates on longer time scales tdapend on the particular use case, on the network oprator
strategy preferences and on the domain the3MMis situated Typical time scalesould bein the
range of seconds to several hours.

In addition to periodic operation procedures, the-SM can also be triggered by certain eveis
change of traffidoad maytrigger the CMRM to urgentlyrequest additionapectrum or a changén
spectrum availbility indicated byspectrum databasesay trigger the CMSM to revoke and re
organize spectrum allocatiomhe CMSM may need taeact quickly on those triggers anthy need
to provide immediateesolution to an upcoming congestion situatidoceptableresponse time upper
limits and suitable resolution strategies strongly depend on the specificsavemtmaintaining QoS
for mobile users may demand for a (nearly) seamless handover between spectrum portfolios.

3.3 Information exchange

Basic signalling betweea CMSM and a CMRM is outlinedin Figure 3-2. Signalling across
domains is more detailed Bygure 3-3 emphasizing the propagation of context from coordinating to
terminating domains tbhugh multiple instances of Ci8M and CMRM.

Time-Scale:

fisemi-statico

(e.g. some seconds
to hours9

- r‘External Infosg, Constrajntsg,
Repositories, Policies, € O

—_—

CM-SM

sets parameters for
e.g. basestation BS (cell)

SD = Spectrum Databases
(Repositories, etc.)
SS = Spectrum Sensing

CM-SM decides on which part of
the spectrum portfolio and which
transition parameters are allowed
to used by a particular CM-RM
entity, it sets constraints within
which the CM-RM can operate.

Filtered (averaged) status information.

Wishes for getting (e.g. more) resources boundaries constraints for SM-RM operation

Allowed parts of the spectrum portfolio;
(average load, average interference infos) Configuration parameters, allowed power,

Time-Scale:
fidynamico
(e.g. milli-seconds)

CM-RM

close to Resource-
Scheduler e.g. in BS (cell)

« A))
+ 4 4

PHY Channels
Infos Interferences

Single
Mobiles

CM-RM assigns resources on
a short (dynamic) time scale to
the users within the assigned
parts of the spectrum portfolio
and within the parameters /
constraints set by the CM-SM,

Figure 3-1: High level perspective of CMSM and CM-RM tasks, functions and responsibilities
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Alternatively previ- [
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. . u
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< :
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overtaken (Repositories, etc.) =
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Figure 3-2: Signalling betweenCM-SM and CM-RM

Collaboration between CNMRM and CMSM relies on the exchange bbth status information and
configuration informationStatus information mainly flows from CI®M to CM-SM: The CMRM
providesstatus information that enables th&<M to reason and decide on a suitable spectrum
portfolio for this CMRM. In a cellular system, for exampline CM-RM could provide information
aboutcell load and how well a certain part of the spectmmasutilized.

Configuration informatiormay origirate from different sources such as network management or local
control and management applications, isutonveyed mainly from a CM to the CM-RM. Since

there is no direct configuration command involved in this communication, thé&kEIMierives its
configuration from the information and constraints included in a portfolio (e.g. transmission power
and adjacent band emission allowed). If conveyed towards a reasoning engine, a portfolio constitutes a
set of facts provided by the cognitive engine of the-8Mito collaborate with the cognitive engine of

a CM-RM.

The exchange of facteetween CMSM and CMRM furtherenable collaborative decisiomaking A
CM-RM may suggest strategies or may provide hinteéa@ognitive engine of the CABM. In case of
increasng spectrum utilizationfor example the CM-RM may considelto requestmore spectrum
resources to satisfy its resource demands. This could be done by exfleithctively)requesting to
enlarge its spectrum portfolio, or lepntinuously providing irdrmation about the level of spectrum
utilization (i.e. its current spectral load) for having the -SM to choose a different spectrum
portfolio composition strategy for the requesting &M that leverages higher safety margins in
spectrum allocation andimlinates the need for rapid requests of additional speciire:-versa, a
CM-SM may request that behaviour to enable learning and planning capacitieswn it®gnitive
processing.

Interworking between CMSM and CMRM mainly takes place in the networgidomain (se&igure

2-1). HenceFigure3-2 focusses on the interaction of C8M and CMRM in the networking domain.
Signalling across domainseeFigure 3-3) takes place in & a local spectrunrequest cannot be
satisfied(e.g. cannot bgrovided by local repositoridsPFR). Resource requests originating from a
CM-RM then need to be redirected towards the coordination domaimtorthe coexistence domain.
While requesting sgctrum portfolios from a CMSM instance in the coordination domain may be
satisfied by a spectrum management procedure involving only the opesatpotentially also
involves a spectrum tradeg request to the coexistence domain may not even resuiployihg a
spectrum portfolio butathermay result in a request to the regulator that there is a need to reconsider
policies that limit spectrum utilizatiorBuch a request may be forwarded to the management of a
global repository (e.g. that of @existeice domain CMSM or of aGRGR, cf. sect4.1l) and may
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cause an automated or manual regulatory response. These are considered external interfaces out of
scope for this deliverable and may be further discussed in the scopeMOZ0&P1.

Terminating domain Networking domain Coordination domain

— Indication Request Resource Portfolio Request Portfolio Request Portfolio Request
ular, Femto, > > > > >
Ad hoc Sector OM-RM CQM-RM -V | am-am am-av
" Eviction/ " Grant Resource " Portfolio " Portfolio " Portfolio
Reconfiguration Deploy / Revoke h Deploy / Revoke Deploy / Revoke 3
=4 v =4 v
Retrieve / Provide/ Retrieve / Provide/
ol il o Update Update ol Update Update
v 4 v v v v
r's “« -« Local - Global/Common
Repositories Repositories

Figure 3-3: Signalling between CMSM and CM-RM across domains
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4 Repositories

4.1 Global Regulator Repository GRGR)

4.1.1 Functions

The Global Regulator Repository (GRGR) is associated with a single regulddmain (e.g.
continent, country, city and city district) and provides information about spectrum availability and
spectrum usage constraints regarding geographical areas within this dibrisairsually restricted in

its extent regarding frequency banaddressed® GRGR may instantiate as a talpieviding current

spectrum regulations in a machireadable format, as well as a database that can be quetiiedya

(e.g. a TV white spacedslocation databasehe GRGR may also instantiate as a singliyeor in a
distributed way where a Ci8M may access the GRGR via one out of many dedicated service access
points. Some of these architectural and topological options may be subject to local regufations
example, demanding a specific hierarchicalaorgi sat i on having a regulato
third party databases. The GRGR then may be instantiated in form of one of these databases or as a
proxy or gateway to a distributed database infrastructure.

A CM-SM may access more than one GRGR entityukaneously when operating across regulatory
domains to support mobility between areas associated with different regulatory domains or different
regulatory authorities.

When querying a GRGR a GBIM must provide the geographical area and frequency anebjiest
applies to. When respondind=RGR is expected to providieformation abouat leastone contiguous
frequency bandvithin the frequency band queried along withowing information:

1 Responsible authity and applicable geographical area;
T Currentspectrum liceng(incumbent technology, standasdstakeholderchannelizatio))
9 Usage constraints (power constraints, spectrum mask, duty cycle, techpailigigs;

Sincerealizations (i.e. vendor specifimplementationsof a GRGR may behave diflent or may

implement proprietary interfaces depending on local decisions of the operator or provider of a GRGR,

a CM-SM of thecoexistencalomain is required to access the GRGR tantbnvert the response of a

query to the GRGR into a sgteum portfolio epresentation. A gateway function is required to abstract

the access to the specific GRGR implementation. It is up to the specific implementation if this
gateway is consideredfaunct i on of t he GRGFRMd@iguredfl). t he béencl os

The abstraction of the GRGR implementatialfows certain scenarios where requesting multiple
GRGR instancesequesting GRGRNdSPRRIin paralle| or havingthe GRGR queryinghe SPRRon

its own in advance of deployin@ valid (i.e. qualified)spectrum portfoliois feasible to simplify
procedures to merge the information retrieved from the GRGR and from the GHieBirum
Provider Repository, cf. seet.3). Potential ommunication between GRGR and SPRR is considered
private and will not be addressed by this document.

| Coexistence domain | Gaandinaiian GRGR Satew OVI-SM (Coexistence) V=SV (Coordination)
- inf ( M1 Portfolio.get.req()
ectrum.info.get.re
? retrieve.info.req() < band, arega) 2
g retrieve.info.r:
GRGR : g 0 Spectrum.info.get.rsp( |
Z@ Mia Operator authority, band, area....)
|
Regulatory 3\/1 b QvM-sv Compose
aM-sv spectrum portfolio
SRR
SM1_Portfolio.get.rsp()
—— 0

Figure 4-1: Accessing the GRGRand sample MSC
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4.1.2 Interfaces

The SM1 interface is used to exchange spectrum portfolios between aSG@Mentity and its
assocated spectrum portfolio repositorieShe SM1 interfaceis provided by a lightweight
implementation of a CMSM wrapping one or more potentially proprietary implementations of a
repositoryand performing necessary adaptations (e.g. by utilizing a gatewatjdin). This interface
splits between SMla and SM1b. While SM1la is realized betweerSKIMand its portfolio
repositories for all instances of the €3M, SM1b is available in addition to SM1a only for instances
of the CM-SM that are realized for the coesesce domain and for those CBM instances, that are in
trusted collaboration with regulatory GBM instances.SMla is dedicated to the exchange of
credentials between CGI8M inseances while SM1b is dedicated to the exchange of portfolios
optionally contaiing credentials linked with that portfolio

The AL1 interface is used to exchange information between distributed S entitites and the
QoSMOS adaptation layer. The AL1 interface splits between ALla through AL1Lf. It is used as a
management and controltémface in this context to support the exchange of spectrum portfolios
across domain boundaries. Its main purpose here is to identify, associate and exchange information
with entities (e.g. suitable policy repositori¢$900.5][1900.5.1) based on some selection criteria

such as applicable regulatory domain. It is an interface of the QoSMOS reference model.

TheAL1f (GRGRAL) control interfacesupports reatnly access to GRGBontens

4.2 Common Portfolio Reposiory (CPFR)

4.2.1 Functions

The Common Portfolio Repository (CPFR)a dynamic (potentially distributed) database providing
spectrum portfolios in the process of deploying spectrum to spectrum users, or consuming spectrum
portfolios after revoking spectrum frospectrum users. Its main function is to provide spectrum
portfolios to a CMSM instance for further processing such as deploying spectrum to one or more
spectrum users or performing split and merge operations prior to deployindees track of
portfolios already deployed to spectrum users, which enables &M@Mo revoke spectrum from
spectrum users and to make it available to other spectrum users.

In certain ad hoc scenariog, CPFRmay serveas a temporary storager exchanging spectrum
portfolios ketween spectrum users sharing spectamfor spectrum tradingln addition, it may
aggregate informatiorobtained fromspectrummeasuremestto support a CMBM in creating
spectrum portfolios from spectrum sensing information.

The CPFR is the main repamiy that provides spectrum portfolios upon request of operatorSEM

entities from the coordination or networking domain. The CPFR receives spectrum portfolios from a
co-located SPRR entitgr from other CMSM entities (e.g. a regulatory GBM or spectrunt r ader & s
CM-SM. In contrast to the SPRR, the CPFR is dynamic in nature since it reflects the current spectrum
utilization context in form of spectrum portfolios deployed, spectrum portfolios currently not in use
and spectrum utilization context derivedrfr spectrum sensinggarding spectrum portfolios in use

(e.g. interference situation)

A CPFR may store portions of spectrum portfolios across different databases to support efficient
database implementations (e.g. using dedicated databases for fretpagiicylescriptions, usage
constraints, policiedjcenseeinformation financial information,and geographicareasapplicabl¢.

The CPFR may need to store portfolios already deployed in complete (potentially in a dedicated
physicaldatabase) for variougasons:

1 A portfolio may contain credentials tightly linked with the other information contained in a
portfolio when composed and deployed to a spectrum user (e.g. certificates validating
authority, serial number, lease time, amount of spectrum and gpestask) which is a
coordination domain CMsM from the perspective of the CPFR
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1 A portfolio may be linked with a specific spectrum upetentiallybecoming a protected user
by obtaining spectrum usage rights in form of a portfolio (e.g. PMSE devicesngtill vV
white spacend, depending on local spectrum regulations, attaining incumbent status through
their oper at or,@rdt mayrbe linked withspecifie teehmologiepotentially
including a relaxation of usage constraintsgspecifictechnology.

1 When revoking a portfolio, the portfolio under consideration must be referenced by some
unique identifier used in communication with a spectrum user for technical reasons (e.g.
reducing communicatioaverheadl or forlegalreasons (e.dgo implementnon-repudiation).

It should be noted thapectrum portfolio revocation bears some timing considerationslthg a
portfolio usually is a response either to an administrative (or regulatory) action or to an exceptional
situation such as upturningaticious users or defective device®vhile the former usually is a
planned action that can be aligned with timing constraints, the latter regpplsng de-escalating
strategies. One option is to deploy a (syimal) spectrum portfolio having a sthictimited lease

time before revoking the existing portfolio, and before deploying a new spectrum portfolio. This
allows mitigating the impact of a portfolio revocation and potentially avoids idling or shutting down
infrastructure nodes (e.gwitching dow base stations or putting them into maintenance mode).

W Coordination [ & ] PR ] [_QOV-SM (Operator) | [ OVI-SM (Goordination)
SM1_Portfolio.get.r
Portfoliojget.req() = get-reo)
Regulatory Portfoliojget.rsp()
av-M Compose
spectrum portfolio
e I [ Portfolio.put req(
Portfolio.put.r
PR putrp0) SM1_Portfolio.get.rsp()
Operator 1 Operator
E | K
Qv-av Mia Qav-am
SRR
—— 0 ]

Figure 4-2: Accessing the CPFRand sample MSC
4.2.2 Interfaces

The SMla interface is used to exchange spectrum portfolios between aSE&Mentity and its
associated spectrum portfolio repositori€&i nce t he CPFR is asso®M at ed
the SM1lb interface i s not-SNdoeswnotdravide credehtials butican, an
obtain credentials from a regulatory €8M by using the SNb interface provided by a regulatory
CM-SM.

The AL1 interface is used to exchange information between distributed SM entitites and the
QoSMOS adaptation layer. The AL1 interface splits between ALla through ALILf. It is used as a
management and contratterface in this context to support the exchange of spectrum portfolios
across domain boundaries. Its main purpose here is to identify, associate and exchange information
with entities (e.g. suitable policy repositori¢s900.5] [1900.5.1) based on some selection criteria

such as applicable regulatory domain. It is an interface of the QoSMOS reference model.

TheALle (CPFRAL) controlinterface provideseadonly access to CPFeébntens

4.3 Spectrum Provider Repaitory (SPRR)
4.3.1 Functions

The Spectrum Provider Repository (SPRR) is a trusted entity either situated in the scope of a
regulat@, operator or spectrum trader. It is a database providing spectrum portfolios teSMCM
instance for further processing
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Reguldors will want to cdocate SPRR entities with GRGR entitits integratepolicies or other
usage constraints information with a portfofidor to deployingsuch that spectrum usecsn be
obliged to respect regulatory constraints when utilizing a spactportfolio obtained from a
regulatory CMSM instance. Spectrum portfolios coordinated through a regulatory SPRR are
considered to represent temporary spectrum usage .rightegulator in consequence may limit
spectrunportfoliosto specific technologieticensees ofurtherusage constraints

Operators and spectrum traders will want tdamate SPRR entities witBPFR entitiedor enabling

fine-grained spectrum managemenEpectrum portfolios coordinated
spectrum t rfoldow eequireamens B&R Byetwork management and (dynamspectrum
management systems of an operator in that they allocate and distribute spectrum portfolios as
requested by entities of the networking and terminating domains.

An SPRRis asupporting enty utilized by a CMSM. It usuallydoesnot realiz the SM1 interface on

its own but through its associated CSM. It may be implemented as a proprietary database storing
completespectrum portfoliosor may be implementeith form of a distributed databasworing parts of
spectrum portfoliosAn SPRR, for example, may store frequency band descriptions, spectrum mask
descriptions and policies acrodsdicated databases. A E8M then may follow a certain strategy to
compose a spectrum portfolio from relagedrtions accordingo o p e r at oin tha respegting s
regul atords constraints.

In spectrum trading scenarios the SPRR also stores and provides financial information about spectrum
usage as well as spectrum usage rights constraints such as geogexphiaplicable, lease times,
spectrum owners and subscribers or licensees.

W Coordination [ GRR(Gateway) | [ PRR(Regulator) | [ OVI-SMI (Regulatory) [ SPRR(Operator) ] [ Qv-SV (Operator,
SM1_Portfdlio.get.req()

O — Spectrum.info.get.req(band, area)
g Spectrum.info.get.rsp(duthority, band, area....)

GRGR hal
T8 Compose
spectrum portfolio

A
ew:

[eVESV] Portfolio.put.req()
Portfolio.put.rsp()

SM1_Portfglio.get.rsp()
Portfolio.put.req()

Portfolio.put.rsp()

Operator
av-sv

Operator
av-svi

Al

Figure 4-3: Accessing the SPRR and sample MSC
4.3.2 Interfaces

The AL1 interface is used to exchange information between distributed S\ entitites and the
QOoSMOS adaptation layer. The AL1 interface splits between ALla through ALLf. It is used as a
management and control interface in this context to support the exchange of spectrum portfolios
across domain boundaries. Its main purpose lis to identify, associate and exchange information
with entities (e.g. suitable policy repositorigd900.5] [1900.5.1) based on some selection criteria
such as applicable regulatory domain. It is an fater of the QoSMOS reference model.

The SPRR is not accessible via a public interface. Communication between GRGR and SPRR as well
as between CPFR and SPRR is implemented through proprietary interfaces and through adaptation
layer communication via the Aleland AL1f interfaces.

TheALle (SPRRAL) control interface provides reazhly access to thcontens of the SPRR.
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4.4 Common Policy Repository CPOR)
4.4.1 Functions

The Common Policy Repository (CPOR) is associated avith o p e r aSMmfrthie soor@indtion
domain.It is used to store spectrum usage constraints complemehtiag included with spectrum
portfolios obtained fsm coexistence domain entities such as regulators, spectrum traders or operators.
In addition it keeps track on those spectrum portfolios depldhat have been amended by CPOR
functions.

The CPOR enables spectrum sharing scenari@r®nding spectrum portfoliossimain function is

to further constrainpolicies included with spectrum portfolios to enable sharing in the spatial,
temporal or pectrum domainsWhen receiving a spectrum portfolio from an associated SBMit
appliesone or morepolicies stored to this portfolioln that itaddsfurther usage constraints to the
portfolio. Policies to apply are selected by the GM1 along with its equest to modify a portfolidn
addition, he CPOR may implement reasoning capacities to ensureamflicting modifications to
policies that may cause policy enforcement to irgee when utilizing a spectrum portfoligter on
(see als41900.5).

Policies stored in the scope of a CPOR relate to entities of the networking and terminating domains.
They will be implemented by those entities as a means to enable dynamic spectrum management
across heterogeneous access networks anddiegfies. An operator may want to implement policies
through a CPOR that increase spectrum efficiency (e.g. through -sgraferal spectrum reuse),
servicespecific spectrum utilization (e.g. through scheduling mobile users to dedicated spectrum), or
balance ceexistence (e.g. through spatial interference mitigation).

Usage constraints introduced with aciaf the CPORmay include but are not limited testricting
lease timeslimiting frequency bandsvalid geographical areas, technologies or spectnasks,and
requirements for spectrum sensangd incumbent protection (e.g. eviction delay when an incumbent is
detectedor an obligation to query ag®@location database prior to spectrum access)

oexistence domain QM-SM (Coexistence) CM-SMI (Qoordination) [ cSC |0 CPOR
Portfolio.get.r
SM1_Portfolio.get.req() getreq0
SM1_Portfolio.get.r:
Regulatory = getrepl) Portfolio.get.rsp()
aM-am focz o) PFL_portfolio.update.req
portfolio, policySet)
v av-avi Amend spectrum
Og;rglmor PFL portfolio
H | CPOR
v1a . PFL_portfolio.update.rsp(
Portfolio.deploy.req() portfolio)
L :
Portfolio.deploy.rsp()

Figure 4-4: Accessing the CPOR and sample MSC
4.4.2 Interfaces

The PF1 interface is used to exchangpolicies between the Common Spectrum Control (CSPC)
function and the Common Policy Repository (CPQE)00.5] It is an CMSM internal interface fo
coordination domain entitiesSthe data structures exchanged over the PF1 interface are spectrum
portfolios consisting only of policies and related informatiequiredto determine the scope that

those policies apply (e.g. area, time or frequency b@ykratormanaged spectrum usage constraints
can be retrieved from the CPOR or stored to the CPOR via this interface.

The AL1 interface is used to exchange information between distributed Sl entitites and the
QoSMOS adaptation layer. The AL1 intedasplits between ALla through AL1f. It is used as a
management and control interface in this context to support the exchange of spectrum portfolios
across domain boundaries. Its main purpose here is to identify, associate and exchange information
with entties (e.g. suitable policy repositorigs900.5] [1900.5.1) based on some selection criteria

such as applicable regulatory domain. It is an interface of the QoSMOS reference model.
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TheAL1d (CPORAL) controlinterface provides reaonly access to CPOR contens.

4.5 Local Portfolio Repository (LPFR)

4 5.1 Functions

The Local Portfolio Repository (LPFR) is associated with a-8W1 of the networkingdomain.
Networking domainCM-SM entities are cdocated with dedicated man&gnent nodes or with
network controllers such as a cellular base station controller or a WLAN accessTpeintPFR
henceis considered a local storage keeping track of spectrum portfolios obtained fre®MCM
entities of the coordination domain. Spectruontfplios kept by the LPFR angpon requestieployed

to CM-RM entities in the networking domain that in turn implement portfolios through their
associated entitiasf the terminating domain.

In Addition, theLPFR stores information obtained from spectrsemsing and from associated €M
RM entities in form of spectrum portfolios for the purpos&edping track of contexi.e. the radio

scene) of the environment spectrum portfolios have been deployékhito.context information

supports cognitive functionsf local spectrum management (i.e. reasoning and degisaiing as

well as learningland eventually is forwarded to the coordination donemabling to evaluate and
potentially revise earlier decisions of the cognitive spectrum management of each.domain

Coordination domain Networking domain

—
LsPC
| L 1
aM-sv
aM-sv Va1 e LPFC
LPFR
L
—
Ta LsPC
}
LPRR —
OM-SV END
PR2
SE
PFZT
SAN
e
[ QVI-SV (Goordination: [ V-V . . PR . = . SAN

SPCL_Portfolio.get.req()
SPC1_Portfolio.get.rsp()

Portfolio.deploy.req()

Compose deployable
spectrum portfolios
Portfolio.put.req(

deployable_portfolio)

. Portfolio.put.rsp() .
Portfolio.deploy.rsp() Portfolio.deploy.req(

set_of_portfolios)
Portfolio.deploy.rsp()

Portfolio.get.req()
. . Portfolio.get.rsp() Analyse sensini
Portfolio.deploy.ind( remns};s:d mmpgse
reference_to_portfolio) spectrum portfolio
Portfolig.put.req(
sensed_portfolio)
Portfoliojput.rsp()

Portfolio.receive.ind(
reference_to_portfolio)

Figure 4-5: Accessing the LPFR and sample MSC
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The LPFR is distributed by nature simpartfolios (including policies and context related to portfolios)
arestored in a scope of local relevandéat is, anLPFR colocated to a certain network controller

may have access to topologically neighbouring entities (e.g. to base stations of geographically
neighbouring cells) but not to tHell infrastructure associated with a coordination or coexistence
domain erity. When asked to deploy a spectrum portfolio to an associatetRENy CM-SM may

utilize topological information about terminating domain entities controlled by thidR®Nas well as
spectrum utilization information of portfolios deployed to neighbour@igl-RMs to optimize
spectrum efficiency and interference metrics. This context is maintained by the LPFR through tagging
portfolios deployed

Communication with the LPFR takes place through an LSPC entity of the associat8i1(bke
section6.1), except when ctocated witha network controller. For this special flavour of a 3\
(denoted as CMsM END) the LPFR provides portfolios to an SSE entity (see se¢tiand obtains
context information frona SAN entity (see sectiohl). SSE and SAN are detached functions that can
greatly enhance the performance of the LPlyRocal cachingonsequentlyowering significantlythe
response time ta CM-RM portfolio request

4.5.2 Interfaces

The LPFC interface is used to exchange spectrum portfolios between the Local Portfolio Repository
(LPFR) and the Local Spectrum Control (LSPC). It is an-8Ml internal interface of networking
domain entities. Except for CI8M END entities the LPFC farface is the only way to access the
LPFR for storing and retrieving deployable spectrum portfolios.

ThePF2 interfaceis used to exchange spectrum portfolios between the portfolio processors Spectrum
Analiser (SAN) and Spectrum Selector (SSE), and thealLBortfolio Repository (LPFR). It is an
CM-SM internal interface of networking domain entities and applies teSEMEND entities only.

ThePF2 (LPFRSSE) interface is used to retrieve spectrum portfolios (i.e. the LPFR deploys spectrum
portfolios to an SE entity).

The PF2 (LPFR-SAN) interface is used to store spectrum portfolios (i.e. the LPFR obtains spectrum
portfolios from a SAN entity).
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5 Common spectrum control(CSPC)

5.1 Functionsin cellular scenarios

The Common Spectrum Control (CSPChassociated wit a n o p e 1Sk tnh the éosrdingtigh
domainwhich, in the cellular case, issituatedn an oper atorés core networ k.
responsiblefor a network or part of the network sharing the same cantesgcts as a centralized
spectrummanagement entity supported by one or more localized LSPC entities in the networking
domain. A mhimum of one CSPC instanc@er operatolis assumedin consequence of a network

design and management decisitrere mayexistadditional CSPC instances deatied, for example,
specificallyto oneoperatod s RAT or RAN. I'n that case, t he in
regarding spectrum management towards the networking domain should be kept on a minimum level.

An operator may benefit from multiple CSPGtiancesf spectrum allotment or spectrum usage rights

are valid for a wide area or have been made technology independent (e-fprmimg or pooling

scenarios).

The CSPUmplementsa numbeiof functionsfor manipulating spectrum portfoliagscluding atleast:
1 Interfacingwith coexistence domain entities via the SiHinterface

0 Request spectrum portfolios, policies and spectrum information from coexistence
domain entitiesvia the SM1a interface

0 Request or providecredentials via the SM1b interfacémandatory if mutual
authentication is required, otherwise optional)

1 Interfacingwith networking domain entitiegia the SPC1 interface

0 Deploy spectrum portfolios to networking domain entitiepon request othose
neworking domain entities or upon reque$toexistence domain entities

0 Revoke spectrum portfolios from networking domain entities in consequereglief
deploying updated spectrum portfolios or upon request of coexistence domain entities.

1 Interfacingwith an instance of the CPOR via the Rftkrface.

0 Requesta CPORt 0 apply oper atspectrdim popfaid priori te s t o
deploying this portfolio to networking domain entities

o Add or remove operatorés policies to/from

I Cognitive functions to @amposespectrum portfolios accordintg requests of networking
domain entitiesand to the constraints set by coexistence domain entiiiey to request a
CPOR toapply operator policies

1 Collaboration and aperation functionsvith other instances afoordination domaittM-SM
instancesof t he same or of other operatordéds for th
through coexistence domain entities (e.g. operator, for dapearator coordination, or
spectrum trader, for inteyperator coordination)

Optionally, the CSPC may choose toward spectrum information requests received from networking

domain entities towards coexistence domain entitigee information requested is not available at the

CSPC or it may decide to forward (basedbtanpdon ope
from networking domain entities and indirectly also from terminating domain entities to the
coexistence domainThis mediator functionis required sincenetworking domain entitiegannot

directly communicate with coexistence domain entjtssl fnce coordination domain entities cannot
communicate directly among each otl{except using proprietary interfaced)his is due to the

2374



QoSMOS D6.5

requirements fortrusted associatior{i.e. authentication)and communicationof entities in the
coexistence domain taeept input from other domaimstities

In the case of cooperation between &Ml instances of the coordination domain CSPCis also
involvedwhenconveyinginformationbetween networking domain entities of different operasash
asfor exchangingspectrum measurementé&n exchange of policies may take place between CSPC
entities of the same operator in case a new-$W entity is introduced or if a CNM was
temporarily disabled (e.g. for maintenance reasdfasi).example,fia CM-SM in the coordinatio
domain becomes active initially or after some downtimei t r equi res an wupdate
Keeping in mind that the policy management and utilization mainly is a reasoning prooseghkf be
more convenient teynchronie policies between sliributed CSPC entitiegrather than managing
policies ina central locatiori even if policy rulesare staticon their own their salience depends on
utilization history and other cognitive processes that would require contirsyogironisationin
addition, only CSPC entities may knoexactly which spectrum portfolio is utilized under which
policy by which entity of the networking domaim particular this applies to policies for shared
spectrum (e.g. for baeddf channels shared across access netwdi® ce

The cognitive capacitypotentially including robustness enhancing measures as outlirj&d 14y (cf.
D6.4 sectb on robust decisiemaking in spectrum managemgrmdf the CSPC includes

T Reasoning on context in the process ofternfiltering, and decisiomaking when selecting
suitable context parameters to consider as context for the general reasoning process. This
process is considered to utilize low complexity -dedermined rule setand deterministic
algorithms operating ortontext parameters selected to create facts to consider further.
Available context parameters are described in more def@bi2] and[D6.3].

1 Reasoning on facts obtainedftwtherinfer facts suitable as an inpio decisioamaking. This
process is considered to utilize an expert system realizing a suitable reasoning engine (e.g.
based on logical reasoning, cdmsed reasoningnstancebased reasoningr similar). Its
purpose is to obtain facts that enableegision engine to select a suitable course of action
which usually is nopossible consideringontextparametersr derivedfactsdirectly.

Context parameters and derived facts basically describe a region in the state space. That is,
they describe what pabe observed. For decisiomaking, facts need to describe a target that
must be achieved. That is, they describe a ddsimeexample, it can be observed how many
users are sharing a certain frequency band, bptioa knowledge about interference
charateristicsis neededo conclude that additional users mag assignedo that frequency

band.

1 Decisionmaking derives a reasonable set of actions (e.g. on the composition rules for
spectrum portfolios) from fact@Assuming that facts generated by a reaspmengine either
may describe desires or knowledgelezision engine may have available a set ofdefned
rules that result in a certain configuration of a spectrum porttetien triggered. A desire
then may triggelan action(e.g. request spectrummgnd knowledge selects the way how to
implementthat action for a given contexe.g. the amount of bandwidth to request from a
coordination domain entity)

For example, the DARPA XEXGL2004] as an early approaatescribedoolicy rules through triplets

of O0selectord, O0o0pporlthasbeen shown that this @ppreaehgdts thkedbase t r a i

requirements of policy radios. For clarification, XGL here is assumed as a special application of the
QoSMOS cognitive spectnu management approach and, if suitable to achieve equivalent
functionality, also can be understood as functional validation the QoSMOS approach.

The XGL 6 sel ector 06 describes t he characteristics
bandwidth, timdimits, applicable technology, and similahh e éoppor tuni tyé <can

(
b €

thatcanbeo bser ved f or t he s pect andisthatdaeterizing thd cordlitionsy t h e
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that must be met to consider that spectrum as a potential ogportunThe dusage constr a
the limits (or policies) that apply spectrum usage (e.g. e device configuratigrif the spectrum
described by the O6selectoré6 woul QoSM@S spettrurh i z e d
portfolios form a sperset of DARPA XGL policy rules.

Al l i nformati on i rnsprasenina®@bSMOS spéctrumtpartfoldn peattisepit

contains accumulated information obtained from coexistence and coordination domain entities as a
static description of aamount of frequency spectrurfi.a CSPC needs to find suitable spectrum to

satisfy the request of a GRM, it will search available spectrum portfolios for exactly those
parameteraintil a bestmatch is achievedyr it will request a spectrum portfoliodm coordination

domain entities using those parameters i@gjairements description. Since in spectrum management a
O6best matchdé is depending on context (e.g. spect
interference) the search for a best rhadtready is a cognitive process including a planning for future

use of spectrum requested and obtaifdtat is, when querying spectrum the CSPC may not request
spectrum exactly accordingto a @@MMés requi rement s, but ma-y al t el
usability of spectrum requested upon knowledge from earlier requests of the same kind

The information contained inthe XGL 6 o p p o r t available ynd QoiSMOSspectrum portfolio
throughthe policies and usage constraints set by the issuingSEBMentityof the coexistence domain
A description of an opportunitgonsequently islerivedfrom reasoning on those policiesnd usage
constraintgesulting ina set of factshat can be compareudth observationgor viceversa converting
observations to parameseof a policy) In theQoSMOSCM-SM architecturghese observations may
be obtainedrom querying a CMRM or by queryingspectrum senss. Thus, a pectrum portfolio
determines which parameters and parameter values describe an opportunigR Gispetrum
sensor provides the observatiamd the CSPC performs the reasoning required to infer comparable
facts from both. In consequence, the CSfa@ decide if a certain spectrum portfoliatisfies the
request of a CMRM by selecting a portfolio based ois istatic description and by comparing if it
matches the current context.

GrEEE | av-sv | av-sv
av-sv

Regulatory

- PFL LPFC

QV-SM (Coexistence) [ C3C . CPOR ] [ OM-SM (Networking) |
SM1_Portfolio.get.req()

SPCl_PortfoIio.upda1e.noJify(meawrement_updale)

SM1_Portfolio.get.rsp()

Compose
spectrum portfolio

PFL_portfolio.update.req
portfolio, policySet)

Amend spectrum
portfolio
PFL_portfolio.update.rsp(

portfolio)
SPCL_Portfglio.set.req()

SPCL_Portfolio.set.rsp()

Figure 5-1: Accessing the CSP@n cellular scenariosand sample MSC

The information given by XGluded i aa@g@SIMOS specsumr ai nt
portfolio in form of its policies and usage constraints parameters embedded. In addition the CSPC
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includes operator policies from the CPOR as applicable und deploys the resulting spectrum portfolio
to the requesting CNRM.

In corsequence, a spectrum portfolio composed as described above (i.e. selected based on its static
description, matching the current context as far as considered, and embedding regulatory and
operatorés wusage constraints) itacomtaingal pnforongtiend t o
required to realize a policy based system to the extent of requirements as given earlier by the DARPA
XG.

5.2 Functions in ad-hoc and femtocell scenarios

In a femtocell scenarioco-location and functionality of the CSPC is equivaléo the cellular case.
For assaociating a CSPC with a femtocell infrastructwedptionsseenfeasible:

1 A local femtocell infrastructure is maintained and managed by the same operator as that of a
surrounding wide area cellular infrastructure.

T A local femtocell infrastructure is coexisting with a surrounding wide area cellular
infrastructureand with neighbouring femtocellsut is either unmanaged or is manadpyd
differentoperators.

Thus a decision is needed if as single CSPC instance shall manhgeetworking domain entities
associated with cellular and femtocell entities in the terminating domain, or if multiple CSPC
instances will collaborate with dedicated celtutand femtocell control points. A single CSPC per
operator is close to the centrald spectrum management approach, multiple CSPC instances that
collaborate in the scope of one operator are close to a distributed spectrum management scenario.

Multiple CSPC instances per operator in the cellular case may be feasible an C&6¥C assiates

with differentnetworking domain entities controlling the infrastructure of the same RAN or, RAdr
operator manages different RANs or RAGancurrently That is, t should be considered to achieve a
balance between coordination effort between C8R@nces and scalability and performance issues
for a single CSPC instance. lorf diffatantf RIABsropemate iNR AN s
allotted spectrunit might be feasible to foresee dedicated CSPC instances.

In case of femtocells associateithmthe same operator, a single CSPC may control both-avieke

cellular and femtocells infrastructures if they share the same geographical area and the same frequency
bands. Alternatively a femtocell infrastructure may be considered a dedicated RAT Sadtrum

with a surrounding wide area cellular infrastructure. The latter enables a functional splitting of the
CSPC: one CSPC instance coordinates among femtocells while the other coordinates femtocells with
wide-area cellular control points, which seemreasonable traadf between complexity of cognitive
functions and collaboration overhead.

A topological decision thus affects scalability, communication overhead, spectrum efficiency and
complexity of reasoning and decisiomaking. The main benefit ain approach involving multiple
CSPC instances is in the lower complexity of cognitive functions (e.g. in terms of rules to consider)
while a single CSPC instance enables more balanced spectrum utilization and offloading gain
potentially increasing spectru efficiency when sharing spectrum between wédea cellular and

local femtocells (due to less interaction between distributed cognitive engines through the controlled
environment as outlined {iD2.3] and[D6.3]).

In an ad hoc scenaridghe cognitive functionality of the CSPC is equivalent to the cellular case except
that connectivity of the CSPC in case arhad network is not connected with an infrastructure may
aggravate collaborative functions. Although differanchitectural options exist, cognitive functions
mandate a CSPC situated at the coordination domain to communicate with coexistence domain entities
and to maintain its trust relationship in this communication. In consequence, a CSPC cannot be
collocatedwith a mobile aehoc node as long as this node does not provide sustained (potentially also
reliable) connectivity with a network infrastructure.
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] M- ] QM-SM (cellular)
Operator 12 ol

Qv-avi

RIEYD J foc2¢ CPOR L J Ls,C LPFR
Regulatory
= L L
PFL LPFC
$CL QM-3M (femtocell)
J LsPC LPR L

o

QVI-SM (Coexistence) [ C3C ] CPOR ] [ OV-SM (cellular) QVI-SMI (femtocell)
M1 Portfolio.get.req()

PC1_Portfolio.get.ind(measurement_update)

SM1_Portfolio.get.rsp()

Compose
spectrum portfolio

PFL_portfolio.update.req
portfolio, policySet)

Amend spectrum
portfolio
PFL_portfolio.update.rsp(

portfolio)
SPCL_Portfolio.set.req(new_portfolio)

SPCL_Portfolio.set rsp(new_portfolio)
SPCL_Portfolio.set.req()
SPC1_Portfolio.set.rsp()
SPCL_Portfolio.revoke.req(old_portfolio)

SPCL_Portfolio.revoke.rsp(old_portfolio)

SPCL_Portfolio.get.ind(measurement_ypdate)

Figure 5-2: Accessing the CSPC in femtocell scenarios andraple MSC (portfolio update for
cellular, portfolio deployment for femtocell)

In case of occasionally connected ad hoc netw@&BC and LSPC may collaborate more closely to
overcome connectivity problems. In consequence, CSPC functions may be alteogietarily to
LSPC entities situated in the networking domaitd being collocated with mobile dibc nodes. In
particular, an LSPC may take responsibility fanplementing a reliableSPC1 interfaceand for
managing spectrum portfolios autonomously witthia imitsset

The LSPC in conjunction with the LPHRen may take responsibility for part of the functionality
implementedthroughthe collaboratiorof CSPC and CPOR. In case of being disconnected from the
net work infrastruct urappliedmespecrunoporifadios deplbyedcearieisby ma y
the CSPCby the LSPCwhen there has been a connection availdiég implemented the SPC1
interface During disconnected periods, the CSPC will not obtain information on context changes from
the networkig domain and will not be able to deploy or revoke portfolios. Networking domain
entities will have to take responsibility for proper reactions to context chénges

In consequence the CSPCu st al |l ow depl oying oper at titesins pol i c
addition to spectrum portfoliosSince there is no trust relation between networking domain entities

and coordinating domain entities the CSPC has to ensure by propgrogessing of spectrum

portfolios that networking domain entities when takdecisions in response to a local context change

do not vi ol ate regulatory or operatordés policie
functionality temporarily over from a coordination domain entity to a networking domain entity thus
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in geneal demands for policy enforcement functions in ad hoc configurations in the networking and
terminating domain.

From the discussion above it follows thatad hoc scenarios the CSPC has to provide additional
cogntive capacities:

9 Earlier decisions taken yb networking domain entities while disconnected from the
infrastructure need to be considered prior to deploying new portfoliesable prediction or
planning portfolio modification to expect from networking domain entitiesnce, case based
reasoning ray play a stronger role in ad hoc scenarios than for cellular ones.

1 Spectrum portfolios deployed are not considered final but will be modified in advance of
utilization by network domain entities depending on the specific context encountered. As such
the GSPC may generate and deploy a set of alternative spectrum portfolios along with policies
that determine under which conditions to utilize thddence, predicting user behaviour may
play a stronger role in ad hoc scenarios than for cellular ones.

In consegence, the CSPC in ad hoc scenanusst be enhanced for implementing decisioaking
under uncertainty

CPOR QVI-SM (node A) QVI-SM (node B)

Networking domain

SPC1_Portfolio.getreq(transaction_id)

ooraination domain
[eVESY] | CM-SM (ad hoc node A) Compose
T '
spectrum portfolio
PF1_portfolio.update.req
C3C CPOR LSC LPFR portfolio, policySet) i .
Disrupt_ind()
Amend spectrum
portfolio

LPFC

. TransferOfContext.req
PF:L_portfoIlo.u_pdale.rsp( transaction_id)
$a QM-SM (ad hoc node B) portfolio) TransferOfContext.rsp(
SPC1_Portfolio.get.rsp(transaction_id) Transaction_id)

LsPC SPC1_Portfoljo.get.req(resume, transaction| id, nodeA)

SPCL_Portfolio.get.rsp()

LPFR
Portfolio.set.req()
LPFC

Portfolio.set.rsp()

PFL

Figure 5-3: Accessing the CSPC in ad hoc scenarios and sample M@®6le switch from ad-hoc
node A toad-hoc node B)

5.3 Opportunity detection functions in the CSPC

In composing a suitable spectrum portfolio the CSPC applies a spectrum user model to estimate and
potentially predict spectrum utilization in shared spectrum. The CSPC receives measurements from
associated networking domain entities and combines information from several locations of the
geographical area covered by the terminating domain entities associated with networking domain
entities. From the spectrum user activity observed, the CSPC caratesthe utilization of spectrum

for the area covered by the networking domain entity (usually a network controller such as an access
point or base station) requesting a suitable amount of spectrum. The estimate obtained can be used to
determine the amourdf spectrum required foachievea certain i(e. predicted) interferencéevel

likely to be experienced by additional spectrum users in a shared band. According to the usage
constraints in its spectrum portfolios available for deploynteatCSPC may alsdecide upon the
expected eviction rate of spectrum users if incumbent protection is required. The modelling schemes
as detailed in Anex B thus provide the context for a pselection of suitable frequency bands in
composing apectrum portfolio for the CSPC and the policies to apply by networking domain entities
utilizing the spectrum portfolios.

When composing a spectrum portfolio, the CSPC cannot depend on statistical properties only if shared
spectrum usage constraints dewhdor incumbent protection. The most prominent use case here is TV
white space spectrum. In detecting opportunities the C®EBCrequires gorior knowledge about
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i ncumbent s position and tadicapnopagatian canditians tveener i st i
incumbents, victim devices and secondary spectrum users. Information on incumbents and signal
estimations based on propagation models applicable to incumbents are foreseen to be provided by TV
white space €olocation databasegon discretion of lodaegulations

A drawback ofthe Geolocation database approach yet is in its inefficiency if multiple spectrum users

(e.g. a RAN cell or an ad hoc network) and, in particular, mobile users need to be conbidarel.

cases the CSPC relies upon its anterference model® determine the geographical area for that a
database needs to be queried. In collaboration with networking domain entities (e.g. by deploying
suitable operatorés policies along witHolospectru
with locationdependent spectrum usage constraints to ensure that regulatory interteresields

canbe met for all areathe spectrum portfolio deployed applies Tthe methods considered for the
QoSMOS CMSM are further detailed in Annex.

5.4 Multi -objective portfolio optimization in CSPC

In this section the topic of multibjective portfolio optimization is initially covered only. It is seen as
a functionality of the CSPC which allows creating portfolios to satistial requests of a spectrum
user. Further studies and results on rllfiective spectrum portfolio optimization will be detailed in
the scope of the upcoming deliverable D6.7.

When composing spectrum portfolios at the C&ip@mization fusing both priag (economical) and
technical (radio and load) parameters needs to be addressed witholjedtive optimization
techniques. Since this spectrum management approach is crucial ircetiutti multiaccess point
scenarios, muHlobjective optimization wilbe carried out mainly in the CSPC using input from all
relevant repositories with information for the spectrum portfolio composition. Depending on the
pricing scheme and the network architecture, the robjective optimization of economical and radio
parameters can be done either in a joint manner or in an independent fashion. If the pricing of the
spectrum is fixed, then the optimization of the economic terms can be done even offline, and then be
incorporated into the optimization of the radio paramseit@ other entities. This means that depending

on the network architecture and the pricing scheme, we can have different optimization schemes. In
addition, in multiobjective optimization problems, there is no unique solution to a given optimization
problem, but instead a group of optimal solutions can be derived. Operators will have to decide a
given tradeoff between the objective functions the may want to evaluate. For example, in the simplest
scenario, a tradeff between revenue given a particularapem allocation and the risk geratedoy

the use of different radio interface in an opportunistic manner should be agreed between the operator
and the user, which can be used to calculate the optimum solution that complies with the given trade
off. Another consequence of this issue is that different solutions to the optimization problem can be
dynamically selected according to the scenario and pricing scheme. Therefore, both the type of
solution and the tradeff requirements of the different objectivenftiions can also be potentially
included as part of the spectrum portfolio information.

At the local side, mulibbjective portfolio optimization can also be implemented for spectrum
allocation and radio resource management, depending on the scenarésedidred pricing scheme to

be used. For example, if the pricing scheme depends heavily on load and radio conditions (i.e. the
pricing becomes increasingly dynamic), then some parts of the-ohjgttive optimization can be
carried out in the local conttef. The signalling bandwidth required to exchange the parameters of the
pricing information from the spectrum portfolio repositories over the interfaces must be also estimated
to achiee a good tradeff performance.

5.5 Interfaces

The Common Spectrum Contr@@ PSC) accessesdlsM1la interface to request spectrum portfolios
from coexistence domain entitissch agegulatory or operata€M-SMs A CSPC may also request
operatords policies {fh trustadgrélationghip with bbexéstencendire r f ac e .
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entities is requireda CSPQmay access th8M1b interface to exchangeredentials needed given that
the coexistence domain entity is implementing the SM1b interface and is niakingessible to
coordination domain entities.

A CSPC entity may alsorpvide spectrum portfolios coexistence domain entities through the SM1la
interface tocommunicate for example, spectrum measurements or policy {iaa piggybacking
measurements spectrum portfolio interface data structures)

In addition a CSPC itance may request a coexistence domain entity to convey a spectrum portfolio
to other coordination domain entities. In cdmeth source and destinatiaentities in such exchange

rely on a trusted relationship with the conveying coexistence domain ehtgymnay take place by
simply forwarding a spectrum portfolio signed by the source erltitgase at least one of the source

or destination entitiess not in a trusted relationship with the conveying coexistence domain entity,
transfer of trust (e.g. biyaving the conveying coexistence domain erttityign the spectrum portfolio
conveyedprior to forwarding it to the destinatipis neededSince both the coexistence domain and
coordination domain entities in untrusted relation may be owned by theogemador, there may exist
other methods to verify the trustworthiness of the source entity that allow the coexistence domain
entity to take responsibility for the trustworthiness of the information conveyed by the spectrum
portfolio under consideration.

The CSPC accessebetSPCL1 interfacefor deploying spectrum portfolios toetworking domain

entities. In case of an ad hoc scenario assgbt of operatords policies mat
foreseen for spectrum portfoliggovidedis deployed in addon through this interfaceln practice

this interface is utilized mainly for deploying spectrum portfolios from a spectrum management entity
(e. g. an oper-8M) dor spectrune asers (eg.l netvidM control points of the same
operator s RANs) .

Networking domain entities may also utilize communication throughSRE€1 interface fodue
coordination among each other and for communicating measurements and policies from the
networking domain to the coexistence domain. In consequence, the primivéded for the SPC1
interface must provide the same functionality as those for the SM1a inteSfa@afications for the

SPCL1 interface thus are a ssdt of SM1a interface specifications.

In the case of ad hoc scenarios the SPC1 provides the sartierfality as for the cellular case but

the management of this interface and its realizations is diffeiecet ad hoc networks may or may not
have connectivity with a network infrastructuRhysical connections realizing that interface may be
disruptive connection endpoints may be chosen dynamically and opportunistiaatlyconnection
up-time may be randoniThus, a networking entity situated in the ad hoc network needs to establish
and control the physical connection to an associated C®Ri® in the cellular case the CSPC
realization is controlling the connectionSpecial consideration may be needed to ensure that
transactionglisrupted(e.g. the request of a spectrum portfolio and its response carrying the portfolio
deployed)an be recovered acrassme connection te@iown event.

The QS1 interfacesupportssome scenarios where interworking of core network management entities
and spectrum management entities will be required. This interface splits between QSla and QS1b.
While QS1a is realized betweecore network management entity and -SM, QS1b is realized
between core network management entity andR€W

The procedures associated to this interface are similar to those described in 3GPP TS 36.413
[TS36.413]

The QS1 interfee has been introduced to relize, for example, a centralized management of distributed
CSPC instances of a single operator. It allows to exchange management and control information
bet ween CSPC instances and an opeismtsaoppodtisgtheor e n e
exchange of spectrum portfolios or policies for the purpose of cognitive spectrum management but can

be used to initialize repositories, for establishing associations between coordination and coexistence
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domain entities, and for mdaaining connections between those entities that realize the interfaces
discussed so far.

The primitives provided by this intiaice allowto control the operation of CAEM entities and in
particular toset strategies how theSPCshall split and mergspectum portfolios for subsequent
deployment towardsetworking domain entitiesStrategiesdeployed to the CSPC herieflect the

0 p e r artetworkd management paradigmand expectationsvith respect to shared spectrum
utilization, efficient use of frequencyesouces across nmaged RANs and RATSsjnterference
situation handlinghandlinghandover and offloading situations and the grade of QoS to provide in
these situationsAdditionally, strategies set deterngiconditions (including policies) when to deploy,
revoke or modify spectrum portfolipand how @ react upon regulatory changes or, in general, on
context changes that can not be observed by the cognitive functions of the CSPC. The latter includes
test and training situations that are especiallyupdor optimizing performance of the CSPC and its
collaborating entities.

This interfaceactually does not fit intothe QoSMOS domain modelt has beerallocated tothe
coordination domain becauseprovides a means to coordinate between entities of tHaMQS
reference model and those aside this model.

The AL1 interface is used to exchange information between distributed S\ entitites and the
QoSMOS adaptation layer. The AL1 interface splits between ALla through AL1Lf. It is used as a
management and cootrinterface in this context to support the exchange of spectrum portfolios
across domain boundaries. Its main purpose here is to identify, associate and exchange control
information with entities (e.g. suitable policy repositori@900.5] [1900.5.1) based on some
selection criteria such as applicable regulatory domain. It is an interface of the QoSMOS reference
model.

The ALla (CSPCAL) control interface provides communication with other coordination dosmuagh
coexistence domain entities.
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6 Local spectrum control (LSPC)

The local spectrum control (LSPC) entity complements the functions of the common spectrum control
(CSPQ). It is situated in the networking domain and has two distinct flavours dependingcon its

location with an infrastructute ased contr ol poi nt (dethoocat @eh OGoper
network control point ora cooperati g mobil e devi-egui(pdeennott eldS POQubs)e.
distinction corresponds to the G&M NET and CMSM END instance$oreseen for the networking
domain.Regarding QoSMOS scenarios, the operator LSPC is mostly dedicated to infrastvastde
configurations while the usequipment LSPC may be utilized preferably for ad hoc and unmanaged
operation, including ctocationwith mobile nodes in disruptive networks.

An LSPC instance communicates with €M entities in the coordination domain and communicates
with a CM-RM through a CMSM END entity. An LSPC instance may communicate directly with a
CM-RM entity for certain scearios that demand for tight coupling of end system and infrastructure
spectrum managementctuas forthoseTV white spacespplicationsdemanding that end systems
register diredy with a Geolocation database.

6.1 LSPC functions (operatorLSPC)

The LSPC whermo-located with an infrastructwigased network control point such as a cellular base

station or an access point (includingrenagedfemtocell) implements spectrum management for
associated networking domain entities such asRMWI entities. Since a singlLSPC instance in

general manages multiple spectrum users (e.g. a cellular base station serving a certain geographical
area and a number of mobile terminalhastweimairmi n an
tasks

1. Collecting spectrum portfolio equests from its associated networking domain entities,
computing the accumulated spectrum demand and requesting a spectrum portfolio from its
associated coordination domain €3M that can satisfy the accumulated spectrum demands.

2. Receiving spectrum portios from an associated coordination domain -SM instance,
composing individual spectrum portfolios anc
requests fospectrum by deploying individual spectrum portfolios along with suitable policies
to the networlng domain (i.e. its associated GRMS).

Cognitive decisiormaking of the LSPC is characterized by highly dynamic context such that an LSPC
always operates on uncertain knowledgssuming that context changes are random or correlate in a
chaotic way)In consequence, an LSPC hadind a balance between overprovisioning spectrum and
risking interference among spectrum users.

On the other handn LSPC instancis conveying measurements between networking domain entities
and coordination domain entities atiis has more accurate (etigaelier and more detailgdcontext
information in a local scope than a CSPC, which has less accurate contexnbrd global scope
(see section.?).

For its main tasks as statedbove,the LSPCcan query network domain entities by providing a
spectrum portfolio that defines the area of interest of the requesting LSB@Ms of frequency
bands,location or technologies by utilizing the information elements of a spectrum portfolio data
structureas a descriptor. In the optimal casegepending on the sensing capacities of devices deployed
i it may obtain in respons® querying networking domain entitiéfse following context information
(with increasing complexity)

1 Presence detectioresults f@ spectrum users in the frequency bands observed (including
spectrum users offeviouslyspecified aprior known or of an unknowtechnology);

I Temporal and spectraltagistics on spectrum utilization for frequency band observed
(including inband and awof-band detections) potentially in form of averaged duty cycle
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(activity vs. silence periods) and variance of duration of active periods (i.e. the distribution of
spectrum access periods and quiet periods observed);

1 Aggregated, filtered and prrocessed information potentially omitting irrelevant
measurements such as detections found below the interference thresholds set for the frequency
bandsof interest

9 The position of spectrum usegaissociated directly or indirectly with the requesting LSPG
their localradio sceneneasurement, which comel@sest ta staticRF environmentap(see
[1900.13, [1900.6a]. Indirect associatiomeremay refer to topological neighbourhood (e.g.
through collaboration witimetwork control points serving geographically neighbouring areas,
different RANs or RATSs or neoverlapping frequency bands.

1 Temporal changes of the information above potentially parameterizeduiiadle mobility
model characterized by speed, direct®wjourn times or similar parameters.

Since only user equipment LSPC instances may obtain context from spectrum sensors directly (see
section6.2) this information is mainlyobtainedfrom CM-RM entities or CMSM END entities
collaborationwith CM-SM or CM-RM entities associatedith the requesting LSPC. The LSPC in

turn can make this information available to other-SM entities (in the coordination domain as well

as in the networking domain) tsupport cognitive processesiplemented by these entities. The
information can be provided in form of context information or in form of policies (e.g. coexistence
policies) generated by the LSPC from this context information in a separate decikiinmy process.

Since this informatio is encoded into one or more spectrum portfoitos, closely related to a radio
environment magsee[1900.13).

The LSPC implements a number of functions for manipulating spectrum portfolios including at least:
1 Interfacing withcoordination domain entities via the SPC1 interface.

0 Request spectrum portfolios, policies and spectrum information from coordination
domain entities via the SPC1 interface.

o0 Provide measurement information obtained from associated networking domain
entities to coordination domain entities via the SPC1 interface upon request of a
coordination domain entity.

1 Interfacing with networking domain entities via the PF2 or CM1 interface.

o Deploy spectrum portfolios to networking domain entities upon request of hkétgor
domain entities or upon request of coordima domain entities via the Pk CM1
interface.

0 Revoke spectrum portfolios from networking domain entities in consequence of earlier
deploying spectrum portfoliagpdatesr upon request of coordinationrdain entities
via the PF2 or CML1 interface.

0 Receive context information (e.g. measurements) from other networking domain
entities via the PF2 interface (if theusoe is a CMSM instance) or vidhe CM1
interface (if the source is a GRM instance).

1 Interfacing with an instance of the LPFR via the LPFC interface.

0 Store and retrieve spectrum portfolios along with relatatuis utilization and history
information(i.e. if unused, deployed or revoked,whichnetworking domain entity it
has been deployedhich spectrum portfolios obtained from other networking domain
entitiesfor which purpose or objectiveand areference to its parent if it has been
derived from another portfolio, and similar).
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0 Retrieve, modify and store modified portfolios in the ceun$ composing spectrum
portfolios upon request of other associated networking domain entities or upon
request of coordination domain entities.

1 Cognitive functions to compose spectrum portfolios according to requests of other networking
domain entities antb the constraints set by coordination domain entities considering current
context as provided by the requesting networking domain entity or from the LPFR.

1 Collaboration and cooperation functions with other instances of networking domatBMCM
instancesdr the purpose of collaborative decisimaking and context exchange.

At any point in time an instance of the LSPC can decide to forward context information towards
associatd coordination domain entities or to request context information from coordirttioain
entities if its decisioamaking processes encourgtaituations where additional context may reduce
uncertainty or risk (e.g. byequesting t@ddsomeredundancy, s€®6.4]).

For its cognitive decisiemaking process the LSP&rongly relies on thePFR (see sectiod.5_ocal
Portfolio Repository I(PFR)). Since this repository records spectrum portfolios available as well as
portfolios deployed along with spectrum utilisatiexperienced earligfor deployed portfolios it is
storagefor a-prior knowledge ontology for a casbased reasoning process well as a training data
repository for seHearning capacitiesThat is, all context information obtained from other netwagk
domain entities must keenin relation tothe information kepthroughthe LPFR sincehese resulted
from decisionghat have beemade earlier andave beemecordedhroughthe LPFR.

To ensure a short response time to spectrum requests an LSRE dysly more sophisticated

predictive methods. In consequence the reasoning engine of LSPC instapaecedto evaluate

alternative courses of actions concurrently anitigate decision upon availability of context at a given

deadline. In particular anSPC may need to decide in a first step based on different objectives and
strategies (e.g. on interference minimization vs. optimization of spectrum utilization) selected from
current risk factors (e.g. risk of creating interference) while in a seconastefqui ck deci si or
on most recent context has to be taken on the preference on several similar courses immediately in
advance of deploying a spectrum portfolithe LSPC thus requires an optimization regarding the
timeliness of decisions made muchrethan for the CSPC.

The cognitive capacity, potentially including robustness enhancing measures as out[iDédthyof
the LSPC includes

1 Reasoning on context in the process of context filtering, and decisi&img when selecting
suitable context parameters to consider as context for the general reasoning (phocegh
low complexity predetermined rule sets and deterministic algorithms comparable to the
functionality of a CSPC, see section

1 In addtion the LSPC context filtering must identify context suitable to be foredial other
networking domain entities or to coordination domain entities (e.gebscting parameters
with reasonable change ratels the course of communicating context, tt#&PC may decide
on furtherfusion of context parameters. The process may involve bottgteemined rules
sets and reasoning ofgher complexity on the communicatiaf contextwhen determining
parameters to forward and thegspectiveupdate frequencyCognition here may support
estimating the relevance of context to associated entities.

1 Reasoning on facts obtaind@m context evaluatioto further infer facts suitable as an input
to decisioamaking similar to the corresponding CSPC functiofrs.contrast to the CSPC,
LSPC decisiormaking is more dynamic regarditigieliness and concurrency of requests.

1 Preparation of alternativee.g. potential decisions to choose frdimljJowing more than one
objective at a timeenablingsimplified and rapid dcison-making in a finalconclusive step.

34/74



QoSMOS D6.5

This corresponds to an emphasis on the planning phase in an OODPA loop (see Mitola in
[Fette06).

In general an LSPC has to respondatwery limited set of possible requestdginating from a
coordination domain CMsM, from a networking domain CI8M, or from a networking domain GM
RM including

1 A request to deplpan initial spectrum portfolio
This request is satisfied by reasoning upon the context provided (e.g. amount of frequency
spectrumequested and desired spectrum attributes) and conpeidrknown (e.g. amount of
spectrum available). Potential decisions of the LSPC would be

0 to provide a spectrum portfolio that satisfies the request as given from its local LPFR,

0 to provide a spectrunportfolio allotting more spectrum than requested but not
satisfying requested attributes,

0 to provide less spectrum than requested but providing proper attributes.

The later two options can be seentamporary decisiamand may occur in conjunction with
requesting additional spectrum portfolios from an associated coordination domasMCM
which may take some tima order of seconds to weellgpending on the measures that need
to be taken to obtain new spectrum (which may involve spectrum auctioningrgamezation

of alreadyallotted spectrum)

Spectrum portfolio optimization criteria may be the price of spectrum, lease liragsactors
(e.g. number of request or amount of spectrum already deplayeddmber and kind of
spectrum users for the frequey bands considered-grior knowledge such as request success
rate, response time of coordination domain-SM entitiesor attributes of the requesting
entity (e.g. serving highly relevant users, areas, events, or serglses)nfluence LSPC
decisions

1 A request tahangeor to extend a spectrum portfolio
A change may be required in consequence of a coordination detgmesulting from a
network management requgsfrom coexistence issues arising, or from increasing or
decreasing spectrum demanadfs spectrum users (e.g. due to traffic loeldanges during
daytime andovernigh). A changerequest is satisfied by first deploying a new spectrum
portfolio and then revoking the spectrum portfatieployed previouslyor by deploying a
spectrum portfolicomplementing the existing one.

0 The first option is very similar to deploying an initial spectrum portfolio except that
revoking a spectrum portfoliolater onmay compensatsome of the optimization
criteria when seen as a single transaction. In consegqueis is a trading situation
and could be handled by the LSPC as s@uite context may have changed since the
spectrum was deployedriginally, a spectrum portfolio may beme more or less
valuableat the time it is revoked

0 The second option may resuh a quicker response timand higher spectrum
availability but may lead to higher fragmentation of spectrdepending on the
availability of contiguous frequency bands. In addition, a spectrum user (i.e.-a CM
RM in this case) has to be prepared to dgeom multiple spectrum portfolios. If this
is experienced as a drawback depends on the specific situation. -RNClvhay
request extension of its spectrum portfolio, for the purpose of offloading mobile
terminals from its main spectrum portfolio or needshémdle specific handover or
connectivity situations, where a complementing spectrum portfolio would be
considereds beneficial
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1 A request to revoke a spectrum portfolio.
Spectrum revocation may be requiiadconsequence of a coordination action (e.gultang
from a network management request), or upon request of a spectrum user in response to
diminishing its operation (e.g. prior to a povgmwn or switching into a maintenance mode).
The latter may happen in scenarios whetde-area cells are switcheoff temporarily in
favour of a more poweefficient femtocell service. An LSPC may decide to reserve the
spectrum portfolio revoked for later use by the same spectrum user for some time and upon
requestor may decide to handover this spectrum portfaia tifferent spectrum user.
Revoking a spectrum portfolio for the purpose of deploying it to a different user may become
a commonuse case for power efficient wireless access assuming that frequent system
reconfigurations due to a change of spectrum us&y unnecessarily increase power
consumption ofnfrastructure as well as mobile terminals.

Coordination domain Networking domain

| ov-av
Qvi-sv " sa } Qvi-RVI s
avil =1b
LsPC LPRR
LPFC
[ OM-SM (Coordination) ] | \ (PR \ QVI-RMI

SPCL_Portfolio.get.req()
SPC1_Portfolio.get.rsp()

LPFC Portfolio.set.req()
LPFC Portfolio.set.rsp()

QVI1_Portfalio.get.req()
LPRC | Portfolio.get.req(selection_criteria)

LPRC| Portfolio.get.rsp(unused_portfolio)

Gompose spectrum portfolio
and update unused portfolio

LPRC Portfolio.set.reg(portfolio, unused| portfolio)

LPFC Partfolio.get.rsp(portfolio_reference)

QM1 _Portfolio.get.rsp(portfolio)

SPCL_portfolio.update.r:

Compose spectrum portfolio
and update unused portfolio

QM1_portfolio.update.req(new_portfolio)

QM 1_portfolip.update.rsp()

_portfolio.update.rsp()

LPFC Portfolio.update.reg(portfolio_reference,
new|_portfolio, new_unused_poftfplio)

LPRC_Portfolio.update.rsp(portfolio_reference)

QV1_portfolio.reyoke.req(portfolio)

QM1 portfolio.reyoke.rsp(portfolio)

Figure 6-1: Accessing an operator LSPC and sample MS@esponding to aportfolio change
request by a coordinaton domain CM-SM)

6.2 LSPC functions (userequipment LSPC)

The LSPC when céocated with a local area network control point (e.g. an access point or an
unmanaged femtocell) implements spectrum management for associated networking domain entities.
In contrast® an operator LSPG userequipment LSPGnay serve only few CMRM instances. In
particular an instance of the user equipment LSPC may-beated with an SSE, a SAN and a €M

36/74



QoSMOS D6.5

Q@s

+ +*

RM in a singlemobile terminal in an atloc network A user equipment LSPC isgdloying spectrum
portfolios to a spectrum selector entity (SSE) and is receiving spectrum portfolios from a spectrum
analyser (SAN) entity.

As outlined above (see secti@l) an LSPC may implement a decisioraking strategy here a
reasoning engine develops alternative courses of action and a concluding less complex decision
making engine picks the most suitable from those alternata®sd on most recent contelxt a user
equipment LSPC the concluding decisimaking is loated at the SSE which then acts as a rapid
decisionrengine and spectrum portfolio cache.conjunction with a SAN and SSE entity, an LSPC
may quickly respond to context changes triggered by spectrum sensors without involving potentially
time-consuming resbning processes

For adhoc scenarios a usequipment LSPC has to implement a rblEndover strategy since
connectivity with an infrastructure may be disrupted frequently and, in consequence, communication
with an associated coordination domain <89 may fail. Hence, the LSPC could be-tmrated with
multiple mobile aehoc terminals in a network, while only one of these instances associates with a
coordination domain CMEM (see also sectidn?) at a given time. Such stratefgs both a protocol

and cognitive aspect:

1 A protocol between LSPC instances must exist that allows exchanging the context of an on
going transaction between LSPC and CSPC. In case of disrupted communication a different
LSPC entity should be able to contéua transaction without loss of information on both ends.
This protocol may be proprietary and thus is not addressed further in this deliverable. This
may include synchronizing between instances of the LPFR if there ista-one association
of LSPC and_.PFR has been selected as a design choice.

1 The cognitive engine of an LSPC instance may be utitsato optimize role handover i#n
ad-hoc scenario. Context information about spectrum utilization in dmoadscenario isn
any wayavailable at allnstances of an LSPénd adding context about connectivity of nodes
within the adhoc network and towards a fixed infrastructure is likely possible. Hence the
LSPC may plan communication with a coordination domain-&W both on the availability
of relevant context updates for the coordination domain and upon availability of a
communication link, which may include mulibp and storandforward strategies that
involve potential rolehandover candidatet® reduce protocol overheaas a sidesffect of
multi-hop communications

A co-location of LSPC, SAN and LPFR allowseatingportfolios from spectrum observatioh.
enables data fusion of spectrum observations obtained directly from spectrum sensors and-from CM
RM entities providing additional context infoation obtained from terminating domain entities (e.g.
spectrum sensors docated with access points, base stations or mobile ternjire06.4] [1900.4a).
Actually, a celocation is not mandatory but rathereferable to realize short response times in
communication between the three entities. Low delay communication increases correlation between
raw sensor data and fused data provided byRN¥entities and enhances the timeliness of decisions
based on this formation exchange.

The SAN entity is creating a spectrum portfolio data structure from spectrum observations and
forwards thigo the LSPC which may utilize the spectrum portfolio obtained in several ways:

1 The LSPC may decide to utilize the spectrum ptidfdata structurebtained from a SAN
entity aspurecontext information.
The spectrum portfolio data structure is processed by the LSPC as any other context
information. It may be forwarded to other networking domain or coordination domain entities
as sich and it may be stored by the local LPFR instance. If stored locally, it may be referenced
subsequently by the SAN for updating partially or in whole. Usually, a stored spectrum
portfolio data structure will be removed at a certain time after its |asttep
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1 The LSPC may utilize the spectrum portfolio data structure obtaasec seHearned
spectrum portfolio.
In a local context (e.g. in dubc scenarios) an LSPC may learn about spectrum availability by
sensing spectrum for incumbent or other spectuger activities. In order to utilize ith
spectrumopportunisticallyit must have obtained a spectrum portfolio from a coordinating
domain CMSM at an earlier point in time (whicby intentioni n c | wbitangd atfi
manufacturi ng an dhe selleatneédfpaortiolep miisbrespett thengolicies. set T
by the certified portfolio and must operate withie authoritative limitsif utilized as a
spectrum portfolio.

1 The LSPCmay forward the spectrum portfolio data structureatmther LSPC (e.g. from a
userequipment LSPC to an operator LSPC).
For local spectrum coordination and coexistence reasons an LSPC may forward the spectrum
portfolio data structure to another (e.g. geographically or topological neighbourirgNCoA
CM-SM END) instanceThe originating LSPC may modify (e.g. fuse, filter or averagies
contents as needeathen forwarded as context informatidi utilized locally as a spectrum
portfolio and subsequentlyforwarded as context information, the LSPC must restrict the
information contaiedin the spectrum portfolio data structueethe authoritative limitset by
the enclosing spectrum portfolio under that it operateaddition, it must sign the forwarded
spectrum portfolio data structure #se originator and user of this spectrunofolio. A
receiving LSPC then may wutilize the context
reflect the spectrum utilization caused by the originating LSPC (i.e. by the networking domain
entities associated with the originating LSPC) Uitiligthis as a spectrum portfolio.

1 The LSPC may forward the spectrum portfolio data structuee ¢oordination domain CM
SM.
For information and coordination purposes the LSPC may decide to forward a spectrum
portfolio data structure to a coordinating dom CM-SM as context information. In that it
may flag the spectrum portfolio as-iiseunder the authoritative spectrum portfolio obtained
earlier. There is no need to modify the contents of the portfolio data structure here since
coordinating domain CM6M and networking domain CMM END are in an implicit trust
relationship through association and the -SM END may even have obtained the
authoritative spectrum portfolio from exactly that €M which may use the context to
validate the spectrum portfolio

1 The LSPC may forward the spectrum portfolio data structuam t8SE entity.
If the LSPC decides to utilize the spectrum portfolio data structure obtained from its
associated SAN entity as a skdirned spectrum portfolib may immediately forward thist
an SSE entity for utilization by associated &W entities.This may allow reacting rapidly to
changes in the observed environment (e.g. if multiple LSPC erdipiply similar strategies
for the same geographical area). TI&C can quickly decide updnor war di ng but i s
the | oopd afterwards unl e $encejthis strategydskobtight he s
relevance for local use but is much too restrictive for collaboration in a larger (managed)
environment.

Cognitive methods of the useguipment LSPC will decide upam strategyhow to cooperate with
SSE and SAN entitiesas the main exchange between terminating and coordinating domains.
Applicable methods jointly forming suitableognitive methods have been described earlier in the
scopeof [D6.1], namelygenetic algorithms (focus on optimization), neural networks (instbased
reasoning) and game theory (focus on performance assessment and valighatizat)it may select
dynamically one or more of the strategiescribed above. Fdhis the LSPC will need a number of
operator policieso guide such decision, which can be realitegdugha straightforward ruleset with

few fact evaluations necessdoyconclude
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Figure 6-2: Accessing a useequipment LSPC and sample MSC (fast update of shared spectrum

portfolio by requesting the SSE, involving CMRM, SAN and SS for context acquisition)

3974



QoSMOS D6.5

Q@s

+ +*

If no operator policy exists (which usually already considers current contegtides through

providing alternatives for certain context situations) such that most suitable desires can be inferred
from, higher complexity decisiema ki ng i s required and the LSPC n
optimizing both the strategy and the dpexm portfolio in parallel.

I n conseguence, the LSPC neaeddsr bobi mpbement fans
selflearned spectrum portfolio obtained from the SAN to the SSE, then observing its impact on the
environment and modifying éhspectrum portfolio according to the feedback of the SAN. If progress

in terms of predefined metrics occurs, forwarding to cooperating LSPC entities may stabilize this

6evolutiond in case of competitive opeptaiesdauni st
spectrum portfolio data structure may be forwarded to a coordination doma®MGM/hich in turn
may for mul aedaenadospéfator policyd6 from this cont

Although this approachay be realized as agorithm (e.g. as a gemetlgorithm) it may lead to the
formulation of a suitable cadmsedreasoner or, in particular, to a set of standardized case
descriptions based on numerical values that enable ingtaseel reasoning. An application of
instancebased reasoning for th&SPC here is much less complex than general solutions and even may
be downloaded to the SSE which than may implement concluding deniaking as discussed above
based upon instance based reasoning closest to the spectrum user.

A suitable casdéasedreasmer (which is here assumed as a function of the LSR@)monitor the
decision loopcreated by SAN, SSE and LSPC and will derive suitable case descriptions from this
observation(i.e. references to spectrum portfolios and related context that led tepheymient of

this portfolio) Further lookingat the SAN monitoring theuse ofselected spectrum portfoligge.
appropriatenessand on the reports of the CRIM, monitoring utilization of spectrum by spectrum
users (i.e. efficiency), will allow to tagortfolios created and used earlier by a salience or precedence
parameter for later selectigpotentially including moderate modificatiorns$ a deployable spectrum
portfolio. It is expected that this will speeg significantly the response time to ERM spectrum
portfolio requests.

6.3 Opportunity detection and spectrum portfolio managementfunctions
in the LSPC

In composing a suitable spectrum portfolio the LSPC utilizes similar models as the CSPC (see sections
5.3and5.4). In contrast to the CSPC the scope for spectrum utilization optimizations by the LSPC is

rather limited to the scope set through the spectrum portfolios obtained from a CSPC (i.e. the
coordination domain CMBM it is associated wi). The LSPC can assume that the CSPC already
performed a gl obal optimization acr oss InRAstT s, RAN
scenarioshte LSPC thugan focus its operation on a single technology, a limited geographical extend

or a narow set of frequency bands and spectrum access and sharing strategies.

While the CSPC is optimizing spectrum portfolios based on complex and rath¢etongser models

or spectrum pricing models, the LSPC performs rather quick scheduling tasks thabhayvéave to
interoperate with a certain technologyds inher
subcarrier multiplexing potentially not on a timecale that an CNRM must be aware of but with

distinct knowledgeabout the impact of its optimzation process on such technology specific
optimization strategies.

The LSPC thus focuses on the construction of spectrum portfolios from spectrum opportunities it is
aware of for the spectrum portfolios including usage constraints, regulatory constrairds oper at or
policies obtained from a coordinationrdain entity by performing a number of tasks (potentially
concurrently) that include:
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1 Maintenance of the LPFR to ensure d@@nsistacy with corresponding repositories at the
coordination an@oexistege domain
When receiving an update of a spectrum portfolio received earlier from its associated
coordination domain CMEM, it has to evaluate the impact of this change on its spectrum
portfolios deployed earlier tother networking domain entitie3o ensire consistency the
LSPC has to take decisions which spectrum portfolio is affected and which networking
domain entity must be addressed for updating or revoking spectrum portfolios obtained earlier.
This process involves cognitive functions that haventbée incremental decisions, which is
actually a matter ofantext filtering and managinggiori knowledge. In particular, decision
making follows different inference rules for evolvimithin alocally changing state space

1 Compose spectrum portfoli@ecording to the requesdf other networking domain entities
(i.e. CM-RM entities).
Starting from a spectrum portfolio obtained, the LSPC applies the very same strategies and
algorithms as the CSPC when composing a spectrum portfolio. Since the ammastuntes
available (i.e. the input set of frequency bands a spectrum portfolio can be constructesl from)
more limited and the policies and usage constrairise more restrictivethan for CSPC
decisionsthe LSPC will likely have fewer alternativesavailable to select from when
composing spectrum portfolioglthough this will speed up decisianakingin one wayi,it
also may increase the risfor decisions orthe potential fornot being able taome to a
deckion at all.The LSPC thus may need to consittex robustness issues discussefDiti4]
more closely than the CSPC.

When composing spectrum portfolios the LSPC needs a certain degree of awareness about the
technology of terminating domain entities associated with-RIWs it is deplging spectrum
portfolios to. For example, thereconfigurationcapacity RF bandwidth and granularity of
bandwidth, transmission power limits, and similar masgist the LSPC imptimising its
selection of context parameters to consider in decisiaking In addition, knowledge
regarding the characteristio$ the incumbentif any, may be neede(k.g. channelizatignas

well as about spectrum sensorhis kind of awareness helps to categorize context parameters
available according to their relevance aeguracy in robust decisianaking.

Preparing spectrum portfolios for later use by the SSE-E8BMEND only).

Obtaining spectrum portfolios frothe SAN (CMSM END only) for updating the LPFR with
context information from spectrum sensing, for addingfplos, or for merging with existing
spectrum portfolios.

Besides cogtive decisioamakingon which way to consider a spectrum portfolio received
from a SANthe LSPC here ay need togalize seHlearning capacities.

0 A cognitive process may be needed &tegorize the spectrum portfolio received if it
must be considered as a set of context parameters (i.e. a set of spectrum
measurements) or if @dould be recognized as a spectrum opporturiity. that it does
not conflict with other spectrum portfolios ¢heir policies and usage constra)nts
This decision cannot b e spolbcilesare adailablettcdittee S AN
LSPC only due to its management role towards the LPFR.

0 Selflearning may be requireih decideif a spectrunportfolio receivedfrom a SAN
describes a spectrum opporturstyd if it is beneficial to select that opportunitihe
goal of selflearning here is in optimizing the decision parameters and rules according
to the benefit of earlier decisions in this scope (which may be ssea more
sophisticated trial and error strategy).

LSPC decisions based on spectrum user observations directly impact spectrum utilization and
may produce harm to incumbents or other spectrum users in the presence of malicious users in
a way tampering sp&rum observations. This includes the option to force a rejection of

4174



QoSMOS D6.5

spectrum portfolios obtained from coordination domain-6M entities due to contradicting
observationgndbears the risk ofonveying attacks to the coexistence domain.

Continuous obsemtion of the LSPC cognitive decisianaking and selfearningfor outlier
detectiorwill increase robustness of managing spectrum portfolios as shqb6.41.

6.4 Distributed self-organizing cognitiveradio spectrum management

6.4.1 Challengesfor self-organized cognitive spectrum ranagement

Modern Cognitive Radio Systems become more and more diverse, in terms of heterogeneity, cell
layouts with a multitude of different cell sizes, quickly varying and inhomogeneous traffic, as well as
variousspectrum possibilities and certain interferences on certain parts of the spectrum.

Figure 6-3 does schematically illustrate such a cognitive radio scenario, where for each cell or base
station it has to be decide&hich part of the frequency spectrum (illustrated by the rainboiaured

row) it shall best use and which transmission power it shall use; the resulting coverage range is
schematically illustrated in the figure by the circles and the arrows indicateod#igation with
transition power changes. The mobile phones represent different traffic densities in certain areas which
need to be considered when choosing the best suited cognitive radio settings.

Figure 6-3: Schematic example of interactions and couplings in modern cognitive radio systems.

One major challenge in Cognitive Radio and in particular for the QoSMOS CogMitimager
SpectruraManager (CMSM) is how to organize and to decide which radio aceesisy (e.g. base

station, cell) is using which part of the spectrum and with which power. This spectrum plus power
organisation, configuration and optimisation challenge is subject to strong interactions between the
nodes, such as interferences and iatdrac ons i n t heir fcoverage areas
radio system does constantly need to be adapted @mlin@zed when the situation is changing, such

as e.g. different usdraffic load, altering interference situations and updated externatraints such

as modified spectrum database entries.

As this issue is far too complex for manual handling, powerfultmsgtnizing networks (SON)
techniques are required to solve this configuration, adaptation and optimization challenge for
Cognitive Rai and for the QoSMOS spectrum management {&N¥) in particular. These SeX
techniques do especially need to be able to handle and resolve the complex interactions of the highly
coupled parameters, also among different nodes.
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For various reasons, centz@ld CM-SM approaches are not suitable for this optimization challenge
which thus requires distributed solutions for this complex optimization challenge. These reasons
include that centralized solutions cannot anymore handle (well) a large area, thatehargtations

in the (or norexistent) cooperation between different kind of vendors or systems on the same
spectrum Furthermore, distributed spectrum management entities are much better suited to ensure
robustness and stability, as outlined in detajDi6.4].

6.4.2 Distributed SON for cognitive radio spectrum managers
6.4.2.1 Fully distributed CMSM architecture

There is a distributed CMM architecture, where each cognitive node has its owrS&Mvhich in a
simple form § illustrated by Figure 6-4. The CMSM functionality @n be realized as single
individual CM-SM attached to a particular cognitive noae, as a CMSM entity controllinga
multitude of CM-RMs. In the latter case, tl@M-SM instancecredesan individual virtual instance

for each of itscontrollednodes then runningan individual instance of this CI8M6 svaluationand
decision engingn the scope of that particular node. The € architecture is designed to be
generic It thuscan handt any kind of cells, including macro, metind fento cells. In particular, this
concept is alsaufficiently powerful to manage and optimize a heterogeneous network with a large
diversity of cell type®n a cell individual basis, includiraglarge amoumf small and fero cells.

ThisCMSM deci des on a il o nstpicrtimie stale,mbich partaflthe speatrumg . s e
portfolio (which part(s) of the bandwidth part(s), which part(s) of the frequencies, which part(s) of the
spectrum(s)) and whicbther relevant configuration parameters (i.e. transmission power) the resource
manager CMRM is allowed to used. The GIRM then operates on a shorter time scale (e.g. dynamic)

within the parts of the spectrum portfolio and within the configuration consraét by the CAMEM.

The distributed individual spectrum managers can communicate and do arrive to find together
optimized configuration parameter settings for the whole system as is specified in the following
chapters.

Figure:
Figure 6-4: Schematic illustration of the distributed CM-SM architecture.

Within the QoSMOS framework, these techniques developed here for spectrum and parameter
configuration and optimization are located at the spectrum seleatotidwality in the LSPC
functions.

6.422Di stri buted SON operation on a Al ocal ar e
This SON approach uses the concept of Al ocal ar e
around the particular CNM in which this distributed algorithm is runningach CMSM is

optimizing a @Al ocal areao, t his me ans it i s o]
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parameters (such as i .e. transiti on-SMsaithtnra) f or
il ocal areao.

Figure 6-5 schematically draws a cellular layout with one example for a local area. Each cell has its

own, distributed, CMSM. The CMSM i n the dark red fAcentreodo cell
parameter settings of the S8Ms in the first (lightred) tier of neighbouring cells, while having a
knowledge of the situation even in a larger area, e.g. also of ones of #8MSNWwo (or more) tiers

away.

Due to the interactions and due to the interferences the speetndnpower settings of neighbaugi

CM-SM entities are highly coupled, they cannot be individually optimized, and during the parameter
finding process, the situation, setting, interactions with and from neighbouring entities have to be
considered. The local area contains that group ofSBM4 which need (or should) be considered as
there are directly inS8Mractions with the Acentre

Figure6-5: Schematic drawing of a cellular | ayout,
6.4.2.3 Distributed CMSM SON entity optimization procedure

Each spectrum manager has attached or included one SON entity which runs independently its
distributed SON algorithm on its particular local area. The flow chdfigare 6-6 illustrates its main
SON operation steps.

Within the T T—— — ,
: taining/having local area information

SON entity The SON entity of the Spectrum Manager of the (fcentred cell

OT ea_Ch obtains status information about the CM-SMs of other cells in

distributed its local area (i.e. directly neighbouring cells): (Spectrum,

Spectrum Power, Average Load), external constraints, é )

Manager +

(CM-SM):

2) Distributed local area optimization
The distributed SON algorithm of the spectrum manager (CM- Repeated
SM) calculates offline the optimal (or improved) configuration event triggered
parameter settings (spectrum, power) for the cells in the local and/or

area, based on an internal prediction model to access a periodically
candidate set of possible configuration parameters

v

3) Installing optimized Spectrum+Power settings

The spectrum managers of the involved cells get informed
about the result of the SON optimization and the new
parameter settings are installed within the local area

Figure 6-6: lllustration of the signalling around the CM-SM

The high level SON operation is as folloviis:the first sep,the CM-SM is creating knowledge about

the current situation within its local area, i.e. the situation also of othetfS®MThe CM-SM can

either usestored information from previously exchanged messages, and/or tHFeNCh&N sent out a
signalling message requesting another node for informatitraiatmoment when the CGI8M needs to

make a decision. A futher mechanism is that each nodes informes its neighbouring ones, whenever its
own situaion changes by a relevant amount so that each node can assume that its stored information
are always reasonalgeent and accurat@his information includes for example the currently used
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configurations, e.g. the theoretical available and the currently used spectrum portfolio, its power
settings, indicators about the quality of the spectrum, such as the intezfesitumation on the
particular parts of the spectrum, as well as information about the traffic load. This information may
either be obtained when needed, and/or previously stored information may be used.

The SON entity/ funct irSoMoa thentewaluating possible cafidd&ensets i@ 0 C M
order to find the best suited parameter combinations for the spectrum managers in the local area.
These candidate parameter sets are can be an intelligently chosen subset of parameter combinations
out of the comlete parameter space of all possible parameter combinations within H&M3SNh the

local area.

The simplest search algorithm would be to assess all options via brute force, but there are more
intelligent and more runtime efficient search algorithmser€hy the expected system performance

and the expected energy consumption of each accessed particular parameter set is predicted via a
Asufficiently wel./l suitedo prediction model |, wh i
the case that thiparticular parameter set would be instdll€his prediction of the future network
performance is very tricky, requires innovative novel approaches, and this solution will is described in

more detail ifD6.4].

It shallbe noted again, that this is an offline assessment of possible candidate parameter sets, without
actually installing (testing, trying) these in the field. After having virtually evaluated a/the large set of
candidate combinations, the SON entity thendisléhe best suited one and these found best suited
parameter settings are then installed in the RIMks (/cells) within the local area.

In this way, the optimalpredicted parameter set is found and installed for each-&¥ within the

local area. As thisocal area optimization process did also consider the situation in the surrounding
CM-SMs, it is unlikely, that the neighbouring G&M are not happy with the new settings which were
calculated by a neighbouring GBM.

6.4.2.4 CM-SM signalling message exchange

This approach as well as any other SON technifjudmes require some kind of information exchange
and/or messages sent between nodes. There are some different variations of how the information is
concretely embedded into existing or new signalling messaget)ebfollowing, kind of information
exchange is related to this SON concept as illustratBajure6-7.

fExternal Infosd, Con-
straints, Repositories, ficentreo fiother local areao
Policies, € O CM-SM CM-SMs
E
Request for Infos Request Status *
SEEEEEEEEEER '....---....

(Reply with) Infos Status

(e.g. Traffic Load,
Alternatively previ- Interference-Infos,
ously obtained and Spectrum, Power, etc.)
stored information
is used

Local Area Optimization
The SON entity of the centre CM-SM
finds the best spectrum and power
settings for all the CM-SMs within

the local area
| Command to install }

optimized spectrum
+ power settings

Figure 6-7: Sketch of the kind of information which are exchanged via signalling messages
between the different distributed CM-SMs

4574



QoSMOS D6.5

The concept here is flexible arginot restrict to a certain way how this information is exchanged, and
via which architectural interface the signalling messages are exchangedxdfople within the
cellular use case and for the LT&hnology, the cognitive information messages may use the inter
eNBs X2 interface or could communicate via its S1 link via the core network.

The CMSMs exchange the following kind of information:

1 Information about their current configurations and settings, e.g. which part of the spectrum
portfolio is assigned to use and parameter configurations such as e.g. transmission power.

1 Information aboufi e.g. averaged valuesbout currently experienced (averagey adi o and
|l oad conditionso, such as &e. g. about their
observed on a particular part of the spectrum portfolio.

I Commands (suggestions) from one €&W to another CMEM to use a certain part of the
spectrum pdfolio, and to use a certain configuration parameters, such as e.g. a certain
transmission power.

i Optionally, direct trigger messages to initiate an action such as to start the local area
evaluation + optimization procedure.

6.4.3 Prediction model

In order to galuate the quality of considered new parameter sets, several other SON approaches install
these candidate parameter settings in the field, let the system run for some time and then to observe the
system feedback. However, this in the field testing is anmér suitable for complex and highly
interacting parameter optimization challenges, there are too many parameter options, it takes too much
time to assess these, the system performance would decrease while testiggad mpetrameter set,

and this singlenode trying is not suitable for coordinated distributed SON operation of the system.

Therefore it is required to be able to carry out an offline calculation to evaluating the quality of
potential new parameter sets in the local area. This offline catouletquires an internal system
understanding, including all the interactions and couplings, in order to be able predict the quality of a
potential candidate parameter set. In the following this prediction model and its internal tools are
specified.

6.4.3.1 Generc classification of parameters according to their effects

As a well suited level of abstraction, the different -paltameter variation techniques are described
and modelled in a generically according to their main effect on the system and on timodater
interactions.

a) There is one group of parameters of which their variation affects the area, within which the
mobiles are (resultingly) assigned to a particular cell. In this concrete case of cognitive radio
spectrum managers, this is here the basestatiosgition power on a particular frequency or
frequency band.

The size of this area affects the amount of offered input traffic which shall be served by that
particular cell. For example via variation of the transition powers, traffic can be moved
between dferent systems or access possibilities.

b) The other group of parameters influences the amount or efficiency of the available resources
for one cell. Here, these parameters include the amount of spectrum, which parts of the
spectrum is used, and the inteefiece situation on this spectrum. This involves all different
kind of intercell and intersystem interference coordination and management. As a result it is
required handling of intecell interference issues, how much one cell affects or is affected by
the interference on a particular resource by the use (owsmye) of that resource in a
neighbouring cell.

46/74



QoSMOS D6.5

6.4321 nternal usagem® of Ovirtual sub

Cell internal, the cell area is virtually sabi vi de d i nto severfarleasmaldser
schematicajll illustrated inFigure 6-8. Each of these virtual stdreas consists of a part of the
complete cell area. There is one virtual centre area and one separate virdadastdwvards each
neighbouing cell.

Figure 6-8: lllustration of virtual cell internal sub -areas.

As one realisation example, a border-anba of Cell A towards Cell B is that area within which the
mobile terminals are served by cell A and within which thg. (@lot) radio channel from cell B is the
strongest neighbour within a certain-dBnal strength window (e.g. the channel from cell B is by e.g.

2 dB weaker than the channel from the serving cell A). The cell scheduler knows the radio channel
propertiesof its own mobiles and can thus calculate the (average) situation within these virtual sub
areas.

Within the internal calculations, the user traffic and the resources are treated separately for each virtual
subareas (and are thereafter convoluted to alta full cell behaviour). Where possible, precise sub

area data can optionally be exchanged between cells, but it is also possible to use only the standard
inter-cell exchanged information and to estimate the properties of the virtusdrsab, e.g. by
assuming average values when no precise information can be obtained.

When calculating the effects of a certain parameter variation, then the effect of this parameter
variation is calculated (modelled) with respect to its impact to particulanreas. Thesubarea

model has large the advantage, that the effects of parameter variations are limited to few selected sub
areas only, while the rest of the cells remain (basically)affacted.

A variation of the fAcel]l abesestation teahstmissompower, ghiftp a r a me t
input traffic between the border sabeas from one cell to the attaching-suba of the neighbouring

cell. This traffic shift is illustrated in the right part of tRigjure6-8 above wherethe red marked area

is shifted between these two cells. Thereby the amount of sifted traffic can be derived based on the
amount of cell border shift, and based on the traffic density in the shrinkireysab

A variation of the efrrseds ocau rtceer sa ftfheec tai mogu ngt\daroaf merte s
inter-cell interferencést he fresource efficiencyodo as outlined
Figure6-8illustrates the example that the fiezkntré cell does pt use a certain part of the frequency
spectrum; as a result, the mobile users initeen markeid border sub areas of the neighbouring

cells do experience less integll interference on this particular part of the spectrum which the red

centre cell iomitting.

6.4.3.3 Virtual resource #iciencies as a generic describing tool

As a tool for the internal calcul ations, an int
variable describes, how well radio data can be delivered on a certain resouraen(e.gertain
frequencypart) and in a certain area (e.g. within a cell or within a certavasedof a cell). It shall be

noted, that this variable does not (necessarily) need to have correct absolute values; it is sufficient if
relative values are udedescribing a relation between different areas and between different resources,

so that based on these relative values decisions can be made how to e.g. shift resources between cells.
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Within the cell internal calculation, the cell creates values for alirtasource efficiencies for the
following separate areas and resources:

1) Di stinction whether or not a particular reso
two different resource efficiencies for this resource in that area:

a) Firstly a VirtualResource Efficiency for the case that the closest neighbour is creating
inter-cell interference on that resource (under the currently present traffic load
situation in this neighbouring cell).

b) Secondly, a Virtual Resource Efficiency for the case that ltteest neighbour is not
creating any intecell interference on that resource, because that neighbouring cell
does not use this resource, the neighbouring cell is restricting it.

2) Spatial distinction, separate values for the cell internal virtuabseds.
These two above described resource efficiencies are created for each of the viranahsudf
the cell.

These AVirtual Resource EfficienciesoO are a gen
way several characteristic aspects of a radiavark cell:

1) These various virtual resource efficiency values are created for each cell individually,
considering and reflecting the actual situation in and around that cell.

2) These resource efficiencies are reflecting the current traffic load and tlemtcuntercell
interference situation.

3) Via the separate handling of inregll and outecell areas, these resource efficiencies reflect
also the resulting cell scheduler policy, i.e. the fairness characteristics how the cell scheduler
prioritizes the celtentre and cell border users.

6.4.3.4 Virtual scheduler for assessing a potential new parameter set

With the help of the above employed tools and-qaieulations, the virtual scheduler is then
predicting, how well the cell would be able to handle a new situatider the assumption that a new

set of configuration parameters (see above: different resources, different cell areas) would be installed
in the real system. The main steps of this virtual scheduler are given in theh#otkFigure 6-9.

Take a candidate set of configuration parameters
for the cells in the local area (fcell sizedand fresourceso
Calculate the new input Calculate the different fresource

(offered) traffic per cell efficienciesg under the predicted
interference situation

N o

Generic cell scheduler predicts amount resources
which the cell would need to fully serve all input traffic

+

Map these values to the available resources and
estimate the 1) cell throughput 2) average user QoS
3) the cell energy consumption (via an energy model)

-

Convolute these performance and energy values from
all cells in the local area to obtain a frating valueofor
this considered candidate parameter set.

Figure 6-9: Simplified operation of the virtual scheduler to predict
the result a possible candidate parameter set
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The Virtual Scheduler performs the following calculations:

1) Calculating the newraffic amount in all the subreas of a cell according to traffic shift
between the border subareas of two neighbouring cells according to the variation of the cell
i cddrdebrmodi f yi ng SON parameter (see above) o,

2) Assuming the new candidate resoudcgtribution in the cells in the local area, determine then
how many resources are available, and how many of these (and where) benefit from no direct
neighbour interference.

3) Assume to serve virtually all the offered input traffic and calculate how maoynees the
cell would need to be able to fully serve all requested input traffic. For this resource wish
calculation, (in the most simple form) the following approximating basic equation could be
used:

CarriedTraffic = ResourceEfficiency * NumberOfResmsg

Thereby this celtesourcewish calculation is first done for each sakea separately and in
thatsubar e t he fAgoodod r esour c e-selliiterfarenseparewtdken d o n
first, and the remaining trafficif anyi is thereafter servedylthe other resources, by those
resources which suffer inteell interference from the nearest neighbouring cell.

Then the virtual wishes from all silveas are added to obtain the total number of resources
(e.g. LTEPRBSs) which would be needed by thielldo fully serve the new traffic amount
under the given resourekstribution and the given traffic load situation in the local area.

It shall be noted, that this simple and generic scheduling approximation does not describe the system
as precise as theeal scheduler who operates on a much shorter time scale and uses much more
information + complexity. However, this scheduling describes and predicts well the characteristically
behaviour of the cells and to allow very well to compare different paramgiens and to decide on
optimized parameter sets.

6.4.3.5 Prediction of the system performance and of the energy consumption

The above virtual scheduler does offline calculates (predicts) for an assumed candidate parameter,
how many (i.e. fingranular) resourceg.g. how many LTE Physical Resource Blocks (PRBS))
would be needed to be able to fully serve all the requested input traffic. This then allows predicting the
quality of a particular set of candidate parameters by calculating:

1) The averaged system throughmnd average the user experienced quality of service; this
calculation is based on comparing the actually available resources with the virtually wished
amount of resources. Assuming e.g.

a) that all users can fully be served if enough resources are agailabl

b) that the service quality of the users is degraded by a certain amount (e.g. linear
percentage) if the cell does not have enough resources.

2) The energy consumption of the system:

It is calculated which amount of resources are available in a cell, thénforax power level and the
actual Airesource usage percentageo (= which amou
used or scheduled on average). Combined with an energy consumption model, this information is then

the basis to estimate thelatve energy consumption of the system and to compare the energy
consumption of different possible candidate parameter sets.

These performance and energy contributions can then be convoluted to a metric, e.g. to create a single
combined rating value. Thalgorithm which offline varies and assesses a multitude of possible
candidate parameter sets is then selecting the best rated parameter combination and will then initiate
that this best parameter set will be configured in the system.
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6.4.4 Next Steps

The SON appoachdiscussed in previous sectioissenablingthe spectrum manager &electand
optimize the spectrum portfoliavhile handling and resolving strong interactions and couplings
between different parameters and effecés a distributed CMSM individual technique it
automatically configures and optimizes the ditra around each individual CI8M instance
according to its individual particular situation, Buas traffic load, interferencer spectrum
opportunitiesavailable In contrast to other techniquéssed on measurintpe system feedback, a
generic prediction model for cellular networks basedast offline computationss usedto quickly
determineor improvespectrum portftio and parameter configuratiol relieson precise modellingf
individud cells for predictng in a very diverse and possibly quickly changing situatidence the
prediction model neexdto adapt itself to the currently present cell individual situation. This self
adaptation of the SON model itselfrmalizedby several selfearning techniques as outlined in detalil
in [D6.4]. Conceptand relatedelf-learning techniquegiscussedvill be documentedn more detaiin
deliverable D6.7including the resultsf a first assessmenegardingcapabilities ad limitations

6.5 Cognitive gpectrum utilization for stable, dense indoor €émtocells

The LSPC from the femtocell perspective is taken into account in the case of using the spectrum
limited orthogonal frequency division multiplexing access (OFDMA) femtocells agifuin.
Specifically, multiple indoor femtocells, each of which serves multiple femtocell users, are randomly
deployed in a small area (e.g., enterprise environment) within the coverage of the existing macrocell
network, and the eohannel deployment of ¢hfemtocells causes interference towards neighbouring
macrocell users. For this case, the -SM functionality proposeth [D6.4] is focused on addressing
decision making with respect to the LSPC functionality (i.e., a cognitive antriepemanagement
functionality) that from the femto perspective maintains the consistence of RR® Wwith the
corresponding repositories by identifying and developing opportunities for handling the spectrum
usage information: the active spectrum capadityn(imber of active subarriers) per femtocell user

and the power allocation per saarrier.

For femtocells the LSPGke into account local spectrum management functions with respect to the
spectrum capacity increase (in number of availablecsubies) per femtocell, the active spectrum
capacity increase (in number of active ®aloriers) per femtocell user and the power allocation per
sub-carrier.

Oncethe spectrum usage information is given to the femtocell access points, along with a properly
chosa power allocation level per swudarrier, the selections of the active spectrum capacity increase

(in the number of active swtarrier) influences the energy usage balance between the signalling and
the data transmission inherent at each femtocell. Decimpsuch energy usage balance through a
selection of the active spectrum capacity increase is taken into account alongside a selection criterion
of the power allocation to each soarrier under the eohannel interference requirement.

For composing speetm portfolios in a femtocell scenario th&PC ismadeaware of the number of
femtocell users that are waiting to access thehannel spectrum, the range information of which is
assumed to be given from the spectrum sensing devitesLSPC is also awa of the tolerated
threshold level that can be used to limit thetieo interference from femtocells towards the
neighbouring incumbent receiver.

LSPC decisiormaking further needs to considethe joint local management of active spectru
capacity and esrgy consumption tomaintain the reliable prformance of the femtocellg/hile
guaranteeing the echannel interference requirement

6.6 Interfaces

The CM1 interface is used by the CMSM and CMSM END entities to exchange spectrum portfolio
data structures Wi a CM-RM entity in the networking domain.
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The Local Spectrum Control (LSPQ@gceives spectrum portfolio requests from a-6M along with

further descriptors detailing the request (e.g. by giving number and desired attributes of spectrum
portfolios requeed) and with most recent context information if needed. In addition it deploys
spectrum portfolios through this interface.

In the presence of a Spectrum Analyser (SAN) and Spectrum Selector (SSE) entity (i.e-$d1 CM
END realisations) the LSPC is thesfi point of contact for a CNRM. The LSPC entity then utilises

the CML1 interface to exchange control information and negotiate requirements and configurations
regarding the utilization of SSE and SAN entities in the course of receiving context inforfnamon

the CMRM and related spectrum sensing entities (via the SS1 interface) as well as deploying
spectrum portfolios in response to requests made by th&KM

In contrast to the CMBM realisation, where the LSPC responds immediately with a spectrum
portfolio data structure, the LSPC ofGM-SM END realisation responds by providing information
about the pool of spectrum portfolios a @M1 may requestThis is toassist the CMRM in
requestig the most suitable portfolios on demand in a fast communicaiibnthe SSE entity that
deploys selected spectrum portfolios for use by the requesting&Nhrough this interface.

The SAN entity utilizes the CM1 interface to obtain-precessed spectrum sensing information and
other context information from CNRM ertities.

The LPFC interface is used to exchange spectrum portfolios between the Local Portfolio Repository
(LPFR) and the Local Spectrum Control (LSPC). It is an-8M internal interface of networking
domain entities. Except for Ci M END entitiesthat impkement the PF2 interfacéhe LPFC
interface is the only way to access the LPFR for storing and retrieving deployable spectrum portfolios.
The LPFC mainly is a database interface which allows to search for entries, to restrict this search to
certain attribtes (e.g. spectrum portfolios consisting of specific frequency bands) or to search for
spectrum portfolios that satisfy a certain requirement (e.g. that provide a minimun contigous
bandwidth).

For CM-SM END entities that do not implement the PF2 interf&Sf and SAN may directly access

the LPFR through an 6emptydé LSPC entity. Thi s
spectrum portfolios through observation and utilizing them immediately. That is, a SAN stores a
spectrum portfolio in a degersded LPFR which in turn is retrieved by an SSE entity. The LSPC then
acts as a proxy of the rudimentary LPFR implementing only store and retrieve primitives of the LPFC
interface, responding with an error indication for all other primitives.

The Local Spetrum Control (LSPC) entity utilizes th8PC1 interface for exchanging spectrum
portfolios with remote CSPC entitigé.is an CMSM internal interface between networking domain
and coordination domain CGI8M entities. In addition an LSPC may convey spewutportfolio data
structures through a CSPC entity towards remote LSPC entities.

The SPC2 interfaceis used to exchange spectrum portfolios or parts thelieaftly between LSPC
entities and proprietary control and management function situated in theaiss parvithout
involving a CMRM entity. It is a CMSM internal interface of networking domain entities and
external(proprietary)entities. The SPC2 interface is implementation and technetependent and
may be proprietary or standardized in dedé#nt scope.

In certain scenarioshé LSPC directly communicatdocal spectrum management decisions for
femtocell access points, femtocell controllers and wireless access points through the SPC2 interface.
Implementing the SPC2 interface then may ineohdditional gateway functions that can be seen as
minimalistic CMRM realizations.

The SAN2 interface is used tocontrol and configure th&pectrum Analyser (SANgntity and to
exchange spectrum portfoliatata structurepetweenSAN and Local Spectrum @drol (LSPC)
entities in the networking domaih.is an CMSM internal interface of networking domain entitiés.
spectrum portfolio data structure when issued by a SAN entity may carry context information -or a self
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learned spectrum portfolio dependingtorhn e i nt er pr et ati on made by the
the utilization of a SAN and the prprocessedpectrum portfolio data structures as its outcomes.

TheSS1 interfaceis used for the exchange of context information from spectrum sensing eftites.

SS1 interface splits between SSla and SS1b. While the SSla is used in communication between
spectrum sensing and the €8M, the SS1b is used between spectrum sensing arBI&Mt is an

interface of the QoSMOS reference model.

An LSPC entity may utiie the SS1 interface to obtain spectrum sensing information without relying
upon a SAN or CMRM entity to obtainspectrum sensing information, information about spectrum
sensor capabilities and incumbent detection indica(iess als$1900.6] [1900.6a]).

Since an LSPC does not 6ownébé spectrum sensor s,
control functions. For configuration and control of spectrum sensors utilized by an LSPERMCM

must be involved foselecting and programming a suitable set of sensors avoiding conflicts with its

own needs. Sensors in turn then register with theSBMEND and send their measurement updates

via the SS1 interface to the LSPC. For instructing theRWIthe LSPC conveys spectrum portfolio

to the CMRM through the CM1 interfac®r indicates its need for spectrum measurements along with
deploying a spectrumportfolio to the CMRM for utilization. This approach allows the GRM to

coordinate and plan utilization of senscsguated in the terminating domairwhile reducing
communication overhead by duplicated information if a sensor is reporting toRNCS well as to

a CM-SM.

ThePF2 interfaceis used to exchange spectrum portfolios between the portfolio processorsi@pectr
Analiser (SAN) and Spectrum Selector (SSE), and the Local Portfolio Repository (LPFR). It is an
CM-SM internal interface of networking domain entities.

The ALla (LSPCAL) control interface provides communication with otmetworkingdomain and
coordindion domain entities.
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7 Spectrum analyserand selector

The two CMSM architectural entities spectrum analyser (SAN) and spectrum selector (SSE) are
optional elements anarerealized in the networking domain as a function of a-EM END entity
only. They &e directly interfacing with an LSPC (sectidh2) and LPFR (sectiod.5) entity to enable

a. Quick deployment of a spectrum portfolio to a spectrum user through an instance of-the CM
RM and

b. Compose spctrum measurements into a spectrum portfolio data structure for later use as a
context parameter or asself-learnedspectrum portfolio fodater ceployment via an SSE
entity.

The main purpose of the SSE is to provide a caching function for spectrufolipsrtwhich
significantly reducesresponse times for users requesting spectiturmugh avoiding most of the
cognitive decision processes of a fully featured-SM. In collaboration with an LSR@n SSE entity

may implement part of the decisiomaking byselectingfrom a set of spectrum portfolios prepared

and pushed to the LPFBy the LSPC in a more complex cognitive procddse decision process
performed by the SSE then selects a suitable spectrum portfolio potentially based on the spectrum
analysis pdbrmed by the SAN entityTo support basic spectrum sharing scenarios the SSE may
implement in addition simple spectruyortfolio split and merges

A SAN / SSE pair would be able to collect spectrum measurements, to create a spectrum quatrtfolio
of theseandto store the portfolio in the LPERANn SSE entitymay request the LPFR and retrieve this
as a spectrum portfolio to be deployed &pactrum user.

The LPFR is involved in such scenario as a spectrum portfolio storgtloaiigan be accessedisoby
the LSPC for management purposes such as deploying ahspiietrum portfolio to the SSE &@or
retrieving sensed context or spectrum portfolios for further procedsargin he LPSC is involved
mainly as a management entity not demagdr any cogitive capaiy, but cannot be ortted in
whole even for the most basic configuratisimce it takesesponsibilityof the control functions that
allocates initial spectrum portfolios upon request of the R, which cannot be directed to the SSE

The coniguration describedboveenables a realization of spectrum management for a single node
(e.g. a mobile terminal or an #wbc terminal) that may operate based on spectrum sensing in a
network that only occasionally has connectivity with an infrastructurevitere initial spectrum
portfolios, usage constraints or policies are deployed only once at manufacturing time, for example.

Since most of the SSE and SAN functions are algorithmic, subsequent descriptions will focus on the
functionality directly relatedo or interacting with other CNBM functions that employ cognitive or
opportunistic capacities.

7.1 SAN functions

The main functions of a SAN entity are that of a context filter and analyser. It receives spectrum
measurement information from spectrum sensamsl related prprocessed nformation from
associated CMRM entities. When receiving context from multiple spectrum sensors or-RN
instances the SAN also perfasicontext fusion algorithms. The major outcome of this proaessne

or more spectrum podfio data structuresonsistingof descriptors of the frequency bands for that
measurements have beperformedas well asmeasured parameters and parameter values related to
these frequency band€omplementinghosespectrum measurements a G\W may alsoprovide
context information thadssociatestheror derivedinformationsuch as data stream measurements
certain frequency bandIn particular, data rates bit error rates SNR or $NR, or data rates
experienced on higher protocol layers (i.e. datl layer) may contributet o0 an over al | 0 q
s pect r urodthenparposei obvaluatingsuitability of a portfolio for a certain usage scenario
prior to deploying a spectrum portfolio to the spectrum user.
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Cognitive functions of the SAN arlimited to context filteringand processingReasoning and
decisionmaking herby enables the SAN to handle dynamic spectrum portfolios as determined by the
SSE and LSP@nd their deployment rstegies That is,all change of the spectrum portfoliavhich is
communicated between S3d CM-RM and utilized by spectrum users in the terminating domain
will resultin a more or less different set obntext parametershservede.g. different, more or less
frequency bands to observe).

In particular the SANdependson a number oprimitive decision rules that control composition of
elementary operations on parameters (e.g. routing through processing elaglectsn offusion

schemes and configuration of timelomain interpolation or decimationf needed. In addtion,
robustness issues such as assessing accuracy, relevance and trust of parameters prior to establishing
the details of processing may be needed|[(36e1]).

The SAN may also utilize algorithms that allow detecting and classifyprgtiaim user activity of
both incumbents and other spectrum users. Vedecting a certain kind of incumbent, the Stkieh

may reconfigure context processingdontrol accuracy andhdjustrelevance of context parameters.
When detecting, for example, a BH device in a TV band, the SAN may need to switch to a narrow
band analysis scheme to decide if there still is a TV white space opportunity for neighbouring bands.

I n order to utilize the SAN as a Overlbaadysis e conf
strategy either from the LSPC or at manufacturing tifits strategy first of all determines the goal of

the context analysis, which is either to provide context data to the LPFR for later use by time SSE
selectinga suitable spectrum portfo from those stored in the LPFRL to decide if a opportunity

existsthat will extend the choices available to the SB&th is a valid strategy and may be used in
conjunction. In consequence the SAN emits spectrum portfolio data strukctures LPFRthat need

to selfdescribe as a spectrum portfolio or as a context paraseit&oth query functions of the SSE

as well ad PFR databassmartsearch functions need to make this distinction too.

QM-SM END

Compose spectrum M
portfolio for use by SAN

LPRC Portfolio.put.req(SAN_portfolio)
LPRC Poritfolio.get.rsp(SAN_portfolio_reference) Set-up SAN
SANR_Portfolio.put.req(SAN_configuration, SAN_portfolio_refergnce) > for sensingin
. aspecific portfolio
SAN2_Portfglio.put.rsp()
PF2_portfolio.get.req(SAN_portfolio_reference)

PF2_portfolio.get.rsp(SAN_portfglio)

OM1_portfolio.put freq(SAN_portfolio)

Configure spectrum
sensors assisted
SS1_sensing_configuration() by GM-RM

QM1 _portfolio_put_rsp()

SSL_sensing update(measurement)

PF2_portfolio_put_reg(SAN_sensed_portfolio) ?e;iddglr\g%(ifo
PF2_portfolio_put_rsp() LPFR

Figure 7-1: Accessing a&SAN and sample MSC(SAN configured to create a portfolio from raw
sensor data for storing to LPFR)
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So far the SAN may be able to create spectrum portffigym spectrum observatiobut it cannot
create policies from observat®milthough thinkable to create a policy from observing the behaviour
(i.e. etiquette) of other spectrum usexsch arapproach is very limitedince it requiresophisticated
spectrum sensingnd spectrum user classificati@s well as a complereasoning andlecsion
making capacity The trustworthiness of potential results thus is questionddece, regulatory
policies and other spectrum usage constraiatsot be replaced by an autonomous processnast

be made available to the SAN and to the SSE prioritially accessing spectrum.

Nevertheless it is reasonable to allow a SAN to infer usage policies (potentially resulting in self

|l earned operatords policies) from spectrum obser
through applying suitde performance metrics, for example. That is, if the context obtained indicates

that a recent change of spectrum portfolio by the SSE has led in consequence to, for example, an
increase of efficiency of spectrum use, it may infer that the salience ofwhpartfolio is higher than

the old one and may recommend its preference in form of a policy to the SSE. Inferred policies then

may be communicated to the SSE through assistance of the LSPC in order to allow the SSE to increase
performance of its local spum decisions in the future. In fact this strategy describes a collaborative

and distributed reinforcement sédfarning process.

7.2 SSE functions

The main functions of an SSE entity are that of a spectrum portfolio cache and intelligent selection
function applying decisiormaking to select and deploy spectrum portfolios to spectrum users. It is
accessing the LPFR to retrieve a spectrum portfolio from a pool of portfolios made available by
coordination domain CMBM entities or by a collaborating SAN entityough the LSPC. For certain
scenarios (e.g. TV white space utilizafjahe LSPC may also consult @@ocation database either
directly or through a coordination domain €3M.

Smart garch functions of the LPFR need to suppmrating spectrum portfol®for retrieval based on
descriptive attributesf resources or usage constramush asfor example

I Searching for a beshatch of frequency bands.g. centrefrequency, bandwidth, RF emission
or duty cycle constrainté ), contiguity of spectrum (i.eamount of contiguous space vs.
frequency gaps), price of spectrum (i.e. price vs. lease time), minigoatity of spectrum
(i.e. average activity obther spectrum us8t or geographical area®.g. disjunctive vs.
overlapping)

1 Defining precedence for tabute matches such as setting a preference for a match in
contiguity of frequency bands. quality of spectrum.

9 Searching for groups of spectrum portfolios such as those having disjunctive frequency bands
(e.g. for normal and baelff operations) or coplementing frequency bands (e.g. for normal
operations and offbading or handover purposes).

Hence, the LPFR must be able to provide upon request multiple spectrum portfolios as a result of a
single search operation, which can be consideredatdkbe-art for both relational and object oriented
databasesThe SSE than caches those spectrum portfolios and delivers on demand of its associated
CM-RMs.

The SSE deploys a spectrum portfolio upon request of aR&MVentity. The selection of a suitable
spectrum prtfolio relies on context information stored by the LPFR in forromd or morespectrum
portfolio data structuresndof contextconveyed by the CNRM along with its requesAll spectrum
portfolios obtained from the LPFRomsistof a description of thespectrum opportunity including
usage constraints and policies applicabieaddition, spectrum portfolio data structures obtained from
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the LPFR may also provide context information for decisi@king? In this case policies included
with the spectrum ptfolio data structure mugtrohibitits use as a spectrum portfolio.

Decisionmaking by the SSE isme-constrainedwhich forbids complex cognitive processes for the
time being.In consequence SSE decisimaking might be algorithmic or heuristic in fowha neural
network, for exampleln fact, thecollaboration of SSE and LPFR spectrum portfolio selection
forms a casdased reasoning processthat the SSE realizesasoning andecisioamaking and the
LPFR providegheontology.

The SSEoperates o a pool of spectrum portfolios stored in the LPFR that mestdmstructed in a
suitable wayfor being deployed without further considerations

1 Due to timingconstraints for SSE requestpestrum portfolios must be deployable without
change or must regire only minimal modifications (i.e. simple split and merge operations)
before deployment towards a spectrum uddrat is, the SSE must not be obligated to
compose spectrum portfolios

T The number of distinct spectrum portfolios stored by the LPFR mustibguatdor a given
purpose or scenarid.he number of spectrum portfolios justifying the implementation of an
SSE entity in a certain configuration depends on the number of spectrum users, the
geographical area covered, the number and dynamics of inatsnéed their interference
protection requirements, for example.

1 Since an SSE may serve more than oneRM¥ at a time, different spectrum portfolios may
be deployed towards different CRMs. In consequence, spectrum portfoligisould be
composed and grougefor certain goals such as mitigating interference by spectrum reuse
over distance. That is, similar to conventional spectrum planning, spectrum portfolios may be
composed for complementing each other in terms of lease time, coverage area and frequency,
for example.

The LSPC is responsible for ensuriagch constraints since it can apply more complex cognitive
processes compared to the SSE. That is, composing of new spectrum portfolios satisfying above
demands takes place in parallel with SSE operatiots am es ul t s i n an LPFR
backgroundd. | n additi on, t h es inLaSviag thatinefeective, t o co
unfavourable or conflictingpectrum portfolios will not be persistently stored in the LPFR.

In consequence the flexibility @n SSE is strictly limited which makes it a QoSMOS-SM entity
that is optimized for a single purpose and for very few scenarios only.

7.3 Interfaces

ThePF2 interfaceis used to exchange spectrum portfolios between the portfolio processors Spectrum
Analiser (SAN) and Spectrum Selector (SSE), and the Local Portfolio Repository (LPFR). It is an
CM-SM internal interface of networking domain entities and applies teSEMEND entities only.

ThePF2 (LPFR-SSE) interface is usdd the SSHo retrieve spectrum pddios from the LPFR and
thePF2 (LPFR-SAN) interface is usely the SANto store spectrum portfolids the LPFR

The SAN2 interfaceis utilized by theSpectrum Analyser (SANdntity to forward spectrum portfolio

data structures to tHencal Spectrum Condl (LSPC)entity for evaluation and further processing. The
LSPC is utilizing the SAN2 interface for configuration and control of the SAN. The SAN may be
configured by the LSPC to directly forward spectrum portfolio data structures to the LPFR by means
of PF2 interface primitivesA spectrum portfolio data structure when issued by a SAN entity may
carry context information or a sdfarned spectrum portfolio depending on the interpretation made by

11n fact, spectrum portfolio data structure alwagenprovide additional context, regardless if trang utilized
as a spectrum portfolio or not.
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the LSPCOs str at eginefsa SANeag afrthd preprgcessdapectruny poltfolie at i o
data structures as its outcomes.

The CM1 interface is used by the CMSM and CMSM END entities to exchange spectrum portfolio
data structures with a GIRM entity in the networking domain.

The LSPC entity utilizesthe CM1 interface to exchange control information and negotiate
requirements and configurations regarding the utilization of SSE and SAN entities in the course of
receiving context information from the GRIM and related spectrum sensing entities (via tB& S
interface) as well as deploying spectrum portfolios in response to request made byRi.CM

The SSE entity utilizes the CML1 interface to receive spectrum portfolio requests frorB8GIbNg

with further descriptors detailing the request (e.g. byngimumber and desired attributes of spectrum
portfolios requested) and with most recent context information if needed. Furthermore, the SSE
deploys selected spectrum portfolios for use by the requestinrBK2Nhrough this interface.

The SAN entity utilize the CM1 interface to obtain ppeocessed spectrum sensing information and
other context information from CNRM entities.

The SS1 interfaceis used for the exchange of context information from spectrum sensing entities. The
SS1 interface splits betweerS® and SS1b. While the SSla is used in communication between
spectrum sensing and the €8M, the SS1b is used between spectrum sensing arBRI&Mt is an
interface of the QOSMOS reference model.

The SAN entity receives spectrum sensing information thrahgs interface directly from spectrum
sensing entities.
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8 Summary and Conclusions

This deliverable concludes thefined specificatiorof cognitive and opportunistic functions of the
spectrum management framework. It grounds upon delivefBBI&] initially defining scope, goals

and limitsof cognitive functions within the framework, and is complemented by delivejabld]
elaborating on trust, security, privacy and reliability and robustness of cognitive capacity. This
deliverable provides a description and informatafication of cognitive functions and sddfarning
capabilities of the framework.

This deliverable provided a coarseerview of theinteraction between QoSMOS cognitive managers
(CM-SM and CMRM) andelaborated further oimterfaces involvedh this interaction from a specific
perspective of cognitive spectrum managem&hen, based on a functiondecomposition of the
QoSMOS cgnitive spectrum manageCM-SM internal functional modules and related interfaaes
described focussing on cognitive capiasit This description is complementif§6.2] (context
filtering, aggregation and communication) afin6.4] (flexibility, robustness and cognition) and
concludesD6.3] (initial description of fustions of the spectrum management framework). It will
form the basis foupcoming deliverablethat will provide a final integrated specification and will
highlight implementation aspects.

The specification details on the databases of spectrum portfatidsspectrum policies, their
functional role in the context of the GBIM architecture, their internal functionality and the content
they manage. In particular, functionality that goes beyond mere database functionality is elaborated in
more detail. Cognitive spectrum management functionality-looated with coordination and
networking domain is presenteaid their nteractionacrossdomainsis discussedin that it considers

the main QoSMOS scenarios regarding cellular, femtocell aftbadonfigurations wih respect to

their impact on the cognitive decisiomaking functions and strategies, context considered and output
produced.A number of annexes complete the specification by furttetailing on the cooepts,
approaches and solutiofisr spectrum user nulling and opportunity detection and selecttbat

form the functional basis for cognitive spectrum management

Upcoming deliverabledD6.6 (Spectrum management framework integration and implementation
repor) and D6.7 Iptegrated final functional spedifition of spectrum management framework and
procedurer will conclude the specifications of the cognitive spectrum management framework by
further elaborating on function details, assessment and testing of functions, on interface primitives and
data struaires on protocolsas well as othe assessment of the framework in whole.

The concepts and solutions discussed in this deliverable will be forwarded to thefproatept
evaluation(prospectivelyin form of executable computer progransanned forQoSMOS WP?7.
From the perspective af CM-SM development this integration will hate concentrate omhree
focus topics The proof-of-concept evaluatiothen will complement the framework assessment by
providingkey performance indicatorsnd measurement rets

9 It should \alidat the interfaces between CI8M entities and between CMBM and other
entities provided by other work packages.

1 It should provide amwof-of-concept for cognitive functions in spectrum management focussed
on the functionshat have tde present for demonstration of key scenarios.

1 It should clearly identify key performance indicators and verify wipatameters anahetrics
discussed so far prove suitable to evaluate the performance of a spectrum management system
based on cognitive drselflearning capacity.

A validation of interfacesin general requires @ference implementation including implementations

for major application scenarios. Clearlythe QoSMOS project does not have sufficient resources
available to implement all or evéhe main scenarias wholeas set forth by the business evaluation

of WP1.Fortunately, the design of interfaces as specified by this deliverable is based on the exchange
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of spectrum portfolio data structures mainly. Interface primitives for the vanteréaces of the CM
SM architecture areery similar to each otheand thus may be seen sgecific subses of some
(abstract) topevel interfacethat combines arinterfacespecific command set with a generic
information elementommon to all interfaceé\ validation of interfaces thus can be made cumulative
by implementing and testing representative interfaces in the course of sopomofcept, which will

at least connect CNM entitieswith other CMSM entities (SPCL1 interface) and with CRM
entities (CM1 interface).

A proof-of-concept of cognitive functionsis more difficult to achieve sincé relies on the
availability of theoretical solutions for a certain optimization probleimsaddition, the result of a
cognitive decisiormaking process vemuch depends on context angrégor knowledge avidable to
the cognitive engindzurthermore, the QoSMOS GBM relies on algorithms, cognitive functions and
collaborating cognitive enginest the same timeTheir interactionthus must be considered when
evaluating the outcome of a cognitive decisimaking processwvhich may deviate from the optimum
case due to a fuzzy behaviour of the collaboration of all these

When operatingnithin its training set a cognitive function can be assumedstsble and optiad

within its functional limits (which may be variable when considering-lsalfning capacity) if the

results of decisiomaking are reproducible for a certain fixed set of static context parameters and if

they are ideally closest to the optimum cesgading the specificoptimization goalln order to prove

such behaviour, the environment in whiah c ogni t tundert edsstyG t mmms t oper at e
completely artificial. The uncertainty of reabrld context will make ita very demanding task to

evallate correctness of cognitive decisimaking since context is likelsnuchlessreproducibé and

may lead to a completely different internal behaviour, although its output (e.g. the optimum spectrum
portfolio) will remain the same

Beyond its training set aognitive engine is expected to behave more robust and resilient than
comparable algorithmic solutions. Suitalperformance parameters and metrics are needed to
evaluate this behavioumpreferably withoutrequiring knowledge about an optimum solution to
compare withln general absolute metrics are required to compare performance with earlier test cases
and relative metrics are required to evaluhtebehaviour of a cognitive engine if no such test cases
are available (which is often the case for opagatiutside training environment in reabrld setups).

Given that the main outpuif cognitive spectrum management consists of one or more spectrum
portfolios, absolute metrics are mostly static and can be evaluated by tHRMCM terms of
spectrum effiency, interference level, number of eviction events, number of ssgorted in a
certain portfolip CM-SM response timeand similar. Relative metrics are likely to be evaluated
internally by the CMSM and consist of, for exampléhe number of alterize actions for
consideration to decisiemaking (which impacts the CI8M response time to CMRM requests),
dynamics of spectrum portfolios (e.g. expressed in fragmentation, duplication, underflow rate of
spectrum blocks available to satisfy a requéstprovement rate over time or spatial distance (e.g. in
terms of response time and spectrum portfolio dynamics as well as spatial reusability), and
improvement over time of safety margins required (e.g. in terms of spectrum overprovisioning to
satisfy CMRM requests).

As can be seen from these examples most of the performance parandtenstics are linked to
each other and futurefforts will have to addressmong other challenges tdevelopment of a set of
(almost) orthogonal performance metri€sichset of metrics maybe helpful for current optimization
of the CMSM but will bemandatoryfor comparing different CMBEM realisations and for setting up
test specification for cognitive spectrum management in the future.
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A  Opportunity selection
A.1 Selection of DTV bands for LTE uplink extension
A.1.1 Introduction

The CMSM is responsible for building the spectrum portfolios based on a set of external constraints,
sud as regulatory and operator policies, and on spectrum sensing results. Tl GMesponsible

as well for the management of the spectrum portfolios, including cognitive spectrum management
(decision making) methods to decide how to allocate portionthefavailable spectrum to the
requesting entities or spectrum users (e.g., the base stations of a cellular gysg8]) The SSE is

the module responsible for this particular task. The-8Wl operates over relatively wide blocks of
spectrum, at medium/long time scales and taking into account several licensed primary bands. When
building up the spectrum portfolios and selecting candidate bands for secondary operation; the CM
SM needs to account for the potential consequences of isglectcertain band, not only for the
primary system in terms of resulting interference levels, but also for the secondary system in terms of
performance as well as the overall efficiency of spectrum utilisation. One of the candidate spectrum
bands commonlyconsidered for CR applications, and also within the framework of the QoSMOS
project, is the Digital Tel eVision (DTV) band.
Tel eVision White Space s[DL2II NoWwsgr,seusing & paréicular primdrng f i n e ¢
spectrum band by making use of a specific secondary technology has an impact on the operation and
performance of both systems, thus requiring a careful and detailed study on the conditions under
which the coexistence tveeen primary and secondary systems in the considered scenario would be
feasible along with the resulting technical implications. Both quantitative and qualitative reference
results as well as some guidelines would be useful in order to help decisi@s endit the Spectrum
Selector (SSE), to make decisions on the adequacy of selecting DTV bands for the extension of a
cellular system and evaluate the expectable consequences in terms of protection of the primary DTV
system, performance of the LTE cellukystem and efficiency of spectrum utilisation. The following
sections provide a more detailed discussion of this scenario and its motivation as well as several
metrics to be considered by the SSE, regarding DTV bands, when preparing the pool of parttblio
making precalculations on suitable spectrum bands for opportunistic usage.

A.1.2 Considered scenario and motivation

The considered scenario comprises a DTV broadcast link as the primary system and a LTE cellular
network as the secondary system (BgmreA-1). As it can be appreciated Kigure A-1, the DTV

station broadcasts a TV signal for the DTV receivers within a certain coverage area. However, this
signal is also captured by the receivers of th& Isystem, thus leading to some interference levels on
the cellular network. Similarly, the signal of LTE transmitters leads to some undesired interference
over the incumbent receivers.

The focus of the considered scenario is on the uplink of the LTE sy$tembenefits of exploiting
primary bands for uplink transmissions are manifold. The path loss reduction due to a lower frequency
of operatioA results in increased battery life for the mobile terminals and coverage outage reduction
since the uplink is me seriously powelimited. Moreover, the reuse of licensed bands for uplink
transmissions enables the LTE system to place downlink transmissions, which are in general more
bandwidth consuming, in part of the spectrum allocated to the uplink, thus léadingncrease in the

overall system capacity. This scenario compliments previous studies of the same scenario performed
in the context of QoSMOS, where the focus was on the downlink (Section [D5.&], Section 4.2

of [D6.2] and Section 4.3 ¢D6.3)).

2 The path los reduction from the LTE band (2000 MHz) to the TV band (600 MHz) is around 18 dB according
to the COST 231 Hata model and 10 dB according to the free space model (worst case).

6374



QoSMOS D6.5

LTE ( as Secondary system )

Incumbent User

Figure A-1: Considered scenario.

A.1.3 Conformance metrics

The feasibility of selecting a portion of a DTV band for opportunistic LTE uplink transmsssi
depends on the resulting interactions between the primary DTV and secondary LTE systems. Such
interactions and the resulting performance of both systems can be analysed by means of three main
groups of conformance metrics, aimed at analysing and d€yiagtithe protection of the primary
system, the performance of the secondary system and the efficiency of spectrum utilisation. Most of
these metrics are outlined in or based on those described in [D2.1] and [D6.1].

The protection of the primary systemnche analysed be means of the Cattiteoise Ratio (CNR)

and Desiredo-Undesired power Ratio (DUR), the latter following the same concept of the Qarrier
Interference Ratio (CIR). While the CNR is independent of the secondary system and its icgrferen
this parameter allows to determine the distance from the DTV transmitter at which the minimum CNR
is satisfied and thus the intended coverage area of the primary transmitter. Within this coverage area,
the aggregated interference generated by the dappreystem (quantified by means of the DUR) must

be lower than the maximum tolerable level. In other words, taking as a reference point the primary
DTV transmitter, the distance at which the minimum required DUR is observed must be larger than
the distane at which the minimum required CNR is experienced in order to guarantee an appropriate
protection of the primary system. Notice that an appropriate operation of the DTV receivers requires
not only a minimum CNR but also a minimum DUR to be met. This gurisallustrated inFigure

A-2. As long as this protection criterion is met, the DTV band can be selected by the SSE for its
secondary reutilisation by the LTE system.

The performance of the secondary system @aralysed mainly in terms of transmission rates such

as the net data throughput. However, other metrics can be useful as well to quantify the performance
of the secondary system in terms of error rates, such as the BLock Error Rate (BLER)EmdrBit

Rae (BER), and the experienced channel quality in terms of common metrics such as th&Signal
Interference plus Noise Ratio (SINR) experienced by the User Equipments (UEs) and the employed
transmission powers. Not only the average values of these nimititiseir distribution over the UEs

of the system need to be considered for a more complete evaluation of the real performance.

The efficiency of spectrum utilisation can be quantified in terms of a Spectrum Efficiency Index (SPI)
similar to that defineéh [D2.1], which for the particular case of LTE can be expressed in terms of the
quotient between the number of Resource Blocks (RBs) allocated in a sector/cell and the total number
of RBs available in that sector/cell. For example, forMHz chunk of lcensed spectrum, the number

of RBs available in a LTE channel is equal to 25. If the average number of exploited RBs is 20, then
SPI = 20/25 = 0.8. This definition of the SPI quantifies the efficiency of spectrum utilisation in terms
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of the fraction of auviéable licensed spectrum being exploited by the secondary system. However, it is
worth noting that the SPI does not quantifies how efficiently is being exploited the spectrum that is
actually being used. For example, in some cases the scheduler mayigeredrtb distribute all the
available RBs among the requesting UEs. In such a case, the SPI would always be equal to one as long
as there is at least one UE per sector/cell. However, the whole chunk of spectrum may be used by one
or several UEs at variounodulation and coding rates in order to achieve the desired data rate per
user, thus leading to various efficiency levels for the same SPI. In such a case, the SPI would not be a
representative metric of how efficiently the spectrum is actually being Asedlternative and more
convenient metric to quantify the efficiency of spectrum utilisation is kwedwidth utilisation

defined as the quotient between the total data throughput in a sector/cell and the maximum achievable
bit-rate at the highest moduion and coding rate. The main interest of this parameter lies in its ability

to quantify the real efficiency of the spectrum utilisation in a single parameter by capturing the impact
of many relevant aspects such as the overhead resulting from collisigmalling messages, packet
headers, backff timer delays and any other network control data. Spectrum efficiency can also be
evaluated in terms of the classical concept of data rate (bits per second) per bandwidth unit (Hz).

(a) DURdistance
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Intended coveragearea = CNRlistance
eNodeB
é Desired "
- signal Undesired / ?f"
"' signal XA
2 o i
AT \ Secondary
&
N user
DTVtransmitter
Incumbentuser
Min Min
CNR  DUR
(b) DURdistance
Realcoverage= min(CNRlist, DURdist) = DURHist,
Intended coveragearea = CNRlistance|
eNodeB

Desired i
: . i
signal Undesired 22}

signal s

i

Secondary

2 i}
AT
- W user
DTVtransmitter E@

Incumbentuser

Min  Min
DUR CNR
Figure A-2: Relation between CNR distance and DUR distance: a) proper operation of all DTV
receivers, b) improper operation of some DTV receivers.

These conformance metrics will be used to ys®land evaluate, based on comprehensive system
level simulations, the adequacy of selecting DTV bands for the extension of the uplink component of
an LTE cellular system as well as the expectable consequences in terms of protection of the primary
DTV sysem, performance of the secondary LTE system and efficiency of spectrum utilisation. The
final results along with some guidelines for the SSE will be provided in a subsequent deliverable.
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B  User activity models
B.1 Introduction

In CR systems the observation ofigity for different user types plays important role. The observation

is related both to the incumbents and to the opportunistic users. We do not deal here how these
observations can be done physically, but we suppose that a cognitive system is prepayaidas

many information about the system operation and about the environment, as it is possible. However,
not all of this information is required for the different types of modelling activity. The context filtering
mechanism supports the algorithms the higher levels; it receives, sorts, ranks the available
information and only the relevant data will be transferred to the decision algorithms.

The context information can be sensors data, spectrum sensing information, traffic and channel
measurementsnowired or wireless mediums. In this section we introduce different models that are
candidates to be implemented in the spectrum management framework in order to support the
cognitive decision making and enhance the efficient frequency allocation insteensy

One of the proposed cognitive decision making algorithms is related to the modelling of tiertong
user activity.

B.2 Long-term activity model for incumbents and opportunistic users

The observation of the lorgrm incumbents and opportunistic user/ORF activity may lead to the
largescale overview of a cognitive system. The observed activity duration statistic can be used to
build a model to express the distribution of the length of the active and abtidtyperiods. If the
probability that the ricumbents utilize the channel for a given period is less than the expected
opportunistic user activity duration, an opportunity is detected for a cooperative operation. In order to
calculate the required statistics, a continuous updating of the activeyneters is necessary. This
could be the task of the CM/SM system; therefore a computing and data storage capability is required
in these entities. The mapping of the task and functionalities to the QoSME&SMCidference model

is depicted irFigureB-1:
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Figure B-1: Mapping the user activity model to QoSMOS CMSM reference model
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Two different scenarios has been investigated, a general chdimel and a wirelesEEE 802.11

computer network as a primary channel. The ON/OFF properties of the channels are derived from
measur ement s. A model for aggregated incumbent s
The opportunistic users am@ken in account as Internet users with behaviour specific parameter sets.

According to the simulations, the aggregated actifriég length distribution of the incumbents gives
the possibility for opportunistic users to join to the same network. Thetgesan be adapted as a
general tool in the CM_SM system to support the decision mechanisms.

In sectionB.3 the algorithm will be detailed as a probabidyain based approach.

B.3 ON/OFF activity based model

This section details probability-chain based approach for leteym user activity modelling. The two
main sections are summarizing the ldagn incumbents and the opportunistic user behaviour
modelling.

B.3.1 ON/OFF Markov -chain model for incumbents activity

The base model for ammbents ON/OFF activity of is as?ate discrete time/state Markov chain.

State 1 represents the OFF (inactive) state, while statthe ON activity. The complementary
cumulative distribution (CCDF) the ON state duration can be analytically expressedigorete time

slots up toN Y B This function gives the probability that the user activity is ON for duration

longer. Similarly, the CCDF for the OFF state duration denotes the probability that the user activity is
OFF for duratiom or longer. Thikind of user activity model is applicable as a generative model for a
synthetic ON/OFF time series.

B.3.2 Estimating from spectrum sensing

To determine the transition probabilities for the ON/OFF model, a feasible solution is observing signal
strength levels bm a spectrum measurement. There are dedicated entities in #8MVCQidodel to

perform this task. By scanning and recording the radio band where the incumbents are communicating,
valuable information can be gathered about the user activity as the furfctioe @nd frequency, as
FigureB-2 shows:

1
|
: L | i :
| it { |
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Frequency [Hz] x 10°

Figure B-2: One-day spectrum measurement

The incumbent ON/OFF activity at a selected frequency can be determined frsigniddestrength at
a specific threshold. The timing of the ON/OFF sequence is applicable to parameterize-ghegwo
Markov model and determine its transition matrix.
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Figure B-3: Signal strength and ONOFF activity
B.3.3 Estimating from packet traffic observation

In order to determine the ON/OFF model parameters an analysis of network traffic over an IEEE
802.11 wireless acceg®int can be also successful. By scanning and recording the number of data

packetas t he function of time, valuable informatior
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Figure B-4: Network traffic measurement

In order to determine the incumbent activity, the number of packets caxtrbeted and count for a

specific duration. The timing of this ON/OFF sequence can be applied to parameterizstatéwo
Markov model and determine its transition matrix.

Figure B-5: Network traffic and ON/OFF activity
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